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Rights by user command

Folders

Command Rights on object Rights on parent object Manager Notes

Create - RIGHT_CREATE -
Also requires form access

and parent folder profile

form access.

View

attributes
RIGHT_VIEW_FOLDER_ATTR - -

Modify

attributes

RIGHT_VIEW_FOLDER_ATTR

RIGHT_MODIFY_FOLDER_ATTR
- -

Move to

another

folder

RIGHT_DELETE_FOLDER

RIGHT_VIEW_FOLDER_ATTR

RIGHT_MODIFY_FOLDER_ATTR

RIGHT_DELETE_CONTENTS

RIGHT_CREATE
-

Rights are verified in source

folder and in target folder

RIGHT_DELETE_CONTENTS is

checked in source folder

RIGHT_CREATE is checked in

target folder

Copy to

another

folder

- RIGHT_CREATE - RIGHT_CREATE is checked

in target folder

Move to

workspace

RIGHT_DELETE_FOLDER

RIGHT_VIEW_FOLDER_ATTR

RIGHT_MODIFY_FOLDER_ATTR

RIGHT_DELETE_CONTENTS

RIGHT_DELETE_CONTENTS

RIGHT_CREATE
-

Rights are verified in source

folder and in target

workspace

RIGHT_DELETE_CONTENTS is

checked in source folder

RIGHT_CREATE is checked

in target folder

Copy to

workspace
- RIGHT_CREATE - RIGHT_CREATE is checked

in target folder

Copy folder - - -
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Command Rights on object Rights on parent object Manager Notes

Cut folder RIGHT_DELETE_FOLDER RIGHT_DELETE_CONTENTS -

Paste folder - RIGHT_CREATE -

Delete RIGHT_DELETE_FOLDER - -

Import folder

structure
- RIGHT_CREATE -

This is a complex operation;

documents rights are also

checked when recursing

through the structure; see

document create rights.

Archive folder RIGHT_ARCHIVE - -

Unarchive

folder
RIGHT_ARCHIVE - -

Download

folder
- - -

Depending on content

access rights calculated

when recursing

Notifications - - -

Audit RIGHT_VIEW_LOG_FOLDER - -

Info - - -

Folder note RIGHT_CREATE_POSTIT - -

Folder order
RIGHT_VIEW_FOLDER_ATTR

RIGHT_MODIFY_FOLDER_ATTR
- -

Recursing right apply when

ordering an entire folder

structure.

Asynchronous

operations
RIGHT_CREATE - -

Security RIGHT_ADMIN - -

Documents

Command

Rights

on

object

Rights

on

parent

object

Manager Notes
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Command Rights on object Rights on parent object Manager Notes

Create - RIGHT_CREATE -
Also requires form access and

parent folder profile form

access.

View

document
RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS -

View

document

notes

RIGHT_VIEW_FILE

RIGHT_VIEW_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS -

Download

file

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS -

Same behaviour from viewer

panel and document list

RIGHT_VIEW_FILE_ORIGINAL is

required for databases with

PDF conversion

Print

document

RIGHT_VIEW_FILE

RIGHT_PRINT
RIGHT_VIEW_FILE_CONTENTS - Same behaviour from viewer

panel and document list

View

document

versions

RIGHT_VIEW_FILE

RIGHT_VIEW_VERSIONS
RIGHT_VIEW_FILE_CONTENTS -

Modify

document

file

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS -
RIGHT_VIEW_FILE_ORIGINAL is

required for databases with

PDF conversion

Manage

document

links

RIGHT_VIEW_FILE

RIGHT_VIEW_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS -

View

document

OCR file

RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS -

Open in

native

application

RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS -
RIGHT_VIEW_FILE_ORIGINAL is

required for databases with

PDF conversion
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Command Rights on object Rights on parent object Manager Notes

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

Add to

favorites
RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS -

Move to

another

folder

RIGHT_DELETE_DOCUMENT
RIGHT_DELETE_CONTENTS

RIGHT_CREATE
-

Rights are verified in source

folder and in targer folder

RIGHT_CREATE is checked for

target folder

RIGHT_DELETE_CONTENTS (in

source folder)

Copy to

another

folder

- RIGHT_CREATE - RIGHT_CREATE is checked for

target folder

Move to

workspace
RIGHT_DELETE_DOCUMENT

RIGHT_DELETE_CONTENTS

RIGHT_CREATE
-

Rights are verified in source

folder and in target workspace

RIGHT_CREATE is checked for

target folder

RIGHT_DELETE_CONTENTS (in

source folder)

Copy to

workspace
- RIGHT_CREATE - RIGHT_CREATE is checked for

target folder

Copy - - -

Cut

RIGHT_VIEW_VERSIONS

RIGHT_DELETE_VERSION

RIGHT_VIEW_DOC_ATTR

RIGHT_VIEW_FILE

RIGHT_DELETE

RIGHT_VIEW_FILE_CONTENTS

RIGHT_DELETE_CONTENTS
-

RIGHT_VIEW_VERSIONS is

checked only if document has

versions

RIGHT_DELETE_VERSIONS is

checked only if document has

versions

Paste - RIGHT_CREATE - For cut-paste operations, rights
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Command Rights on object Rights on parent object Manager Notes

have been verified when cut

command is issued

Paste as link - RIGHT_CREATE -
For cut-paste operations, rights

have been verified when cut

command is issued

Delete

document
RIGHT_DELETE RIGHT_DELETE_CONTENTS -

Delete

document

version

RIGHT_DELETE_VERSION RIGHT_DELETE_CONTENTS -

View

document

attributes

RIGHT_VIEW_DOC_ATTR - -

Viewer panel in document

attributes window has the

same access rights as the main

viewer panel.

Modify

document

attributes

RIGHT_MODIFY_DOC_ATTR - -

Archive

document
RIGHT_ARCHIVE - -

Pin

documents
RIGHT_PIN RIGHT_CREATE -

RIGHT_PIN is checked for every

document that is part of the

operation

Unpin pin - RIGHT_CREATE -

Unpin

documents

from pin

- RIGHT_CREATE -

Convert to

pdf (with

replace)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_VIEW_FILE_CONTENTS -

Convert to

pdf (with

version)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL
RIGHT_VIEW_FILE_CONTENTS -
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Command Rights on object Rights on parent object Manager Notes

RIGHT_CREATE_VERSION

Convert to

pdf (with

new

document)

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS

RIGHT_CREATE
-

Divide pdf

RIGHT_VIEW_FILE

RIGHT_PIN

RIGHT_DELETE

RIGHT_VIEW_FILE_CONTENTS

RIGHT_CREATE

RIGHT_DELETE_CONTENTS

-

RIGHT_PIN is checked for pin

output only.

RIGHT_DELETE
and RIGHT_DELETE_CONTENTS
are checked only if original

document is deleted

Broadcast

(as external

URL)

- - - Effective rights are checked

when external link is accessed

Broadcast

(as

download

link)

- - - Effective rights are checked

when external link is accessed

Broadcast

(as email)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS -

RIGHT_VIEW_FILE_ORIGINAL is

used when emailing the

original document, not the PDF

version

Broadcast

(to read)

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL
RIGHT_VIEW_FILE_CONTENTS -

RIGHT_VIEW_FILE_ORIGINAL is

used for documents within

databases with PDF conversion

Email

document

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_CONTENTS - Rights are checked depending

on send options

Start

process
- RIGHT_CREATE - RIGHT_CREATE is initially

checked on database object
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Command Rights on object Rights on parent object Manager Notes

Check-out

document

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS -

Modify

document

file (with

replace)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

- -
RIGHT_MODIFY_DOC_ATTR is

required when changing the

document label

Modify

document

file (with

new version)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

- -
RIGHT_MODIFY_DOC_ATTR is

required when changing the

document label

Cancel

check-out

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

- -

Lock

document

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS -
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Command Rights on object Rights on parent object Manager Notes

Unlock

document

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS -

Transform in

card

RIGHT_VIEW_FILE

RIGHT_MODIFY_FILE

RIGHT_DELETE_VERSION

RIGHT_VIEW_FILE_CONTENTS -

Manage

versions

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL
RIGHT_VIEW_FILE_CONTENTS -

Rights required when opening

dialog box; then rights are

checked depending on the

chosen operation

Delete

document

version

RIGHT_DELETE_VERSION RIGHT_DELETE_CONTENTS - See ‘Manage versions’ for

general rights

Rollback to

selected

version

RIGHT_DELETE_VERSION RIGHT_DELETE_CONTENTS - See ‘Manage versions’ for

general rights

Add to

fulltext

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS -

Remove

from fulltext

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS -

Notifications - - -

Audit RIGHT_VIEW_LOG_DOC - -

Informations RIGHT_VIEW_VERSIONS - -
RIGHT_VIEW_VERSIONS is

checked for version-related

infomation

Sign / certify

document

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS

RIGHT_CREATE
-

Rights are checked depending

on the desired outcome

(replace or version)
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Command Rights on object Rights on parent object Manager Notes

RIGHT_MODIFY_FILE

RIGHT_CREATE_VERSION

Sign request

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS -

View sign

history
- - -

Start

validation

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS -

Security RIGHT_ADMIN - -

Create - RIGHT_CREATE - Also requires form access and parent folder profile form access. View document

RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS - View document notes

RIGHT_VIEW_FILE

RIGHT_VIEW_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - Download file

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS -

Same behaviour from viewer panel and document list

RIGHT_VIEW_FILE_ORIGINAL is required for databases with PDF conversion

Print document

RIGHT_VIEW_FILE
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RIGHT_PRINT

RIGHT_VIEW_FILE_CONTENTS - Same behaviour from viewer panel and document list View document versions

RIGHT_VIEW_FILE

RIGHT_VIEW_VERSIONS

RIGHT_VIEW_FILE_CONTENTS - Modify document file

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS - RIGHT_VIEW_FILE_ORIGINAL is required for databases with PDF conversion

Manage document links

RIGHT_VIEW_FILE

RIGHT_VIEW_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - View document OCR file RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS -
Open in native application

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS - RIGHT_VIEW_FILE_ORIGINAL is required for databases with PDF conversion

Add to favorites RIGHT_VIEW_FILE RIGHT_VIEW_FILE_CONTENTS - Move to another folder

RIGHT_DELETE_DOCUMENT

RIGHT_DELETE_CONTENTS

RIGHT_CREATE

-

Rights are verified in source folder and in targer folder

RIGHT_CREATE is checked for target folder

RIGHT_DELETE_CONTENTS (in source folder)

Copy to another folder - RIGHT_CREATE - RIGHT_CREATE is checked for target folder Move to workspace

RIGHT_DELETE_DOCUMENT

RIGHT_DELETE_CONTENTS

RIGHT_CREATE

-
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Rights are verified in source folder and in target workspace

RIGHT_CREATE is checked for target folder

RIGHT_DELETE_CONTENTS (in source folder)

Copy to workspace - RIGHT_CREATE - RIGHT_CREATE is checked for target folder Copy - - - Cut

RIGHT_VIEW_VERSIONS

RIGHT_DELETE_VERSION

RIGHT_VIEW_DOC_ATTR

RIGHT_VIEW_FILE

RIGHT_DELETE

RIGHT_VIEW_FILE_CONTENTS

RIGHT_DELETE_CONTENTS

-

RIGHT_VIEW_VERSIONS is checked only if document has versions

RIGHT_DELETE_VERSIONS is checked only if document has versions

Paste - RIGHT_CREATE - For cut-paste operations, rights have been verified when cut command is issued Paste

as link - RIGHT_CREATE - For cut-paste operations, rights have been verified when cut command is issued

Delete document RIGHT_DELETE RIGHT_DELETE_CONTENTS - Delete document version RIGHT_DELETE_VERSION
RIGHT_DELETE_CONTENTS - View document attributes RIGHT_VIEW_DOC_ATTR - - Viewer panel in document

attributes window has the same access rights as the main viewer panel. Modify document attributes

RIGHT_MODIFY_DOC_ATTR - - Archive document RIGHT_ARCHIVE - - Pin documents RIGHT_PIN RIGHT_CREATE
- RIGHT_PIN is checked for every document that is part of the operation Unpin pin - RIGHT_CREATE - Unpin

documents from pin - RIGHT_CREATE - Convert to pdf (with replace)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_VIEW_FILE_CONTENTS - Convert to pdf (with version)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_CREATE_VERSION

RIGHT_VIEW_FILE_CONTENTS - Convert to pdf (with new document)

RIGHT_VIEW_FILE
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RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS

RIGHT_CREATE

-

Divide pdf

RIGHT_VIEW_FILE

RIGHT_PIN

RIGHT_DELETE

RIGHT_VIEW_FILE_CONTENTS

RIGHT_CREATE

RIGHT_DELETE_CONTENTS

-

RIGHT_PIN is checked for pin output only.

RIGHT_DELETE and RIGHT_DELETE_CONTENTS are checked only if original document is deleted

Broadcast (as external URL) - - - Effective rights are checked when external link is accessed Broadcast (as

download link) - - - Effective rights are checked when external link is accessed Broadcast (as email)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS - RIGHT_VIEW_FILE_ORIGINAL is used when emailing the original document, not

the PDF version Broadcast (to read)

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS - RIGHT_VIEW_FILE_ORIGINAL is used for documents within databases with PDF

conversion Email document

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_CONTENTS - Rights are checked depending on send options Start process - RIGHT_CREATE -
RIGHT_CREATE is initially checked on database object Check-out document
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RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_FILE_CONTENTS - Modify document file (with replace)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

- - RIGHT_MODIFY_DOC_ATTR is required when changing the document label Modify document file (with new

version)

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

- - RIGHT_MODIFY_DOC_ATTR is required when changing the document label Cancel check-out

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_MODIFY_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_ORIGINAL

- - Lock document

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR
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RIGHT_VIEW_FILE_CONTENTS - Unlock document

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - Transform in card

RIGHT_VIEW_FILE

RIGHT_MODIFY_FILE

RIGHT_DELETE_VERSION

RIGHT_VIEW_FILE_CONTENTS - Manage versions

RIGHT_VIEW_FILE

RIGHT_DOWNLOAD_EMAIL

RIGHT_VIEW_FILE_CONTENTS -

Rights required when opening dialog box; then rights are checked depending on the chosen operation

Delete document version RIGHT_DELETE_VERSION RIGHT_DELETE_CONTENTS - See ‘Manage versions’ for general

rights Rollback to selected version RIGHT_DELETE_VERSION RIGHT_DELETE_CONTENTS - See ‘Manage versions’

for general rights Add to fulltext

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - Remove from fulltext

RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - Notifications - - - Audit RIGHT_VIEW_LOG_DOC - - Informations

RIGHT_VIEW_VERSIONS - - RIGHT_VIEW_VERSIONS is checked for version-related infomation Sign / certify

document

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_MODIFY_FILE

RIGHT_CREATE_VERSION

RIGHT_VIEW_FILE_CONTENTS

RIGHT_CREATE

- Rights are checked depending on the desired outcome (replace or version) Sign request

Droits et privilèges 19



RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - View sign history - - - Start validation

RIGHT_VIEW_FILE

RIGHT_VIEW_FILE_ORIGINAL

RIGHT_VIEW_DOC_ATTR

RIGHT_MODIFY_DOC_ATTR

RIGHT_VIEW_FILE_CONTENTS - Security RIGHT_ADMIN - -

Notes

Command

Rights

on

object

Rights

on

parent

object

Manager Notes

Processes

Command

Rights

on

object

Rights

on

parent

object

Manager Notes

Other

Command

Rights

on

object

Rights

on

parent

object

Manager Notes
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Rights by server command

Administration library

GED library

Command Rights on object Rights on parent object

CMD_ADD_DOCUMENT_IN_FULLTEXT
RIGHT_VIEW_FILE

RIGHT_MODIFY_DOC_ATTR
RIGHT_VIEW_FILE_CONTENTS

CMD_AUTOPOSITION_OBJECT - -

CMD_CHECKIN_DOCUMENT ? ?

CMD_CHECKOUT_DOCUMENT ? ?

CMD_CHECK_ACTION - -

CMD_CHECK_OBJECT - -

CMD_CHECK_OBJECT_LINK - -

CMD_CHECK_TRASH - -

CMD_CONFIRM_ACTION - -

CMD_COPY_DOCUMENT

CMD_COUNT_CHECKEDOUT_DOCUMENTS

CMD_COUNT_COMMENTS

CMD_COUNT_DOCUMENT

CMD_COUNT_DOC_SIGNING_CYCLE

CMD_COUNT_DOC_VALIDATION_CYCLE

CMD_COUNT_FAVORITE

CMD_COUNT_FOLDER

CMD_COUNT_OBJECT_LINKS

CMD_COUNT_OBJECT_REFERENCES
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Command Rights on object Rights on parent object

CMD_COUNT_TRASH

CMD_COUNT_VERSION

CMD_CREATE_COMMENT - RIGHT_COMMENT_WRITE

CMD_CREATE_DOCUMENT - RIGHT_CREATE

CMD_CREATE_EXPIRABLE_DOWNLOAD_LINK - -

CMD_CREATE_FAVORITE - -

CMD_CREATE_FOLDER - RIGHT_CREATE

CMD_CREATE_FOLDER_HIERARCHY - RIGHT_CREATE

CMD_CREATE_NOTE - RIGHT_CREATE_POSTIT

CMD_CREATE_OBJECT_LINK - -

CMD_CREATE_VERSION - RIGHT_CREATE_VERSION

CMD_DELETE_COMMENT

CMD_DELETE_DOCUMENT

CMD_DELETE_DOCUMENT_TRASH

CMD_DELETE_DOC_SIGNING_CYCLE

CMD_DELETE_DOC_VALIDATION_CYCLE

CMD_DELETE_EXPIRABLE_DOWNLOAD_LINK

CMD_DELETE_FAVORITE

CMD_DELETE_FOLDER

CMD_DELETE_FOLDER_TRASH

CMD_DELETE_NOTE

CMD_DELETE_OBJECT_LINK

CMD_DELETE_VERSION

CMD_DELETE_VERSION_TRASH

CMD_DELETE_WORKSPACE_ASSIGNMENT

CMD_ENUMERATE_CHECKEDOUT_DOCUMENTS

CMD_ENUMERATE_CLASSELEMENTS
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Command Rights on object Rights on parent object

CMD_ENUMERATE_COMMENTS RIGHT_COMMENT_READ -

CMD_ENUMERATE_DOCUMENTS

RIGHT_VIEW_VERSIONS
(Prefix.DOC?_VERSION)

RIGHT_VIEW_FILE
(Flag.FILE_ID|Flag.OCR_FILE_ID)

RIGHT_VIEW_DOC_ATTR
(Flag.ATTRIBUTES)

CMD_ENUMERATE_DOC_SIGNING_CYCLE

CMD_ENUMERATE_DOC_VALIDATION_CYCLE

CMD_ENUMERATE_EXPIRABLE_DOWNLOAD_LINK - -

CMD_ENUMERATE_FAVORITE - -

CMD_ENUMERATE_FOLDERS RIGHT_VIEW_FOLDER_ATTR
(Flag.ATTRIBUTES) -

CMD_ENUMERATE_LIFECYCLE_JOB

CMD_ENUMERATE_NOTES

CMD_ENUMERATE_OBJECT_LINKS

CMD_ENUMERATE_OBJECT_REFERENCES

CMD_ENUMERATE_TRASH

CMD_ENUMERATE_VERSIONS

CMD_ENUMERATE_WORKSPACE_USERS

CMD_GENERATE_WORKSPACE_ASSIGNMENT

CMD_GET_CONTENT_TIMESTAMP

CMD_GET_COUNTER_VALUE

CMD_GET_CUSTOM_COUNTER_VALUE

CMD_GET_DISTRIBUTION_LIST

CMD_GET_DOC_SIGNING_CYCLE

CMD_GET_DOC_VALIDATION_CYCLE
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Command Rights on object Rights on parent object

CMD_GET_INFO_FOLDER

CMD_GET_PATH_DOCUMENT_TRASH

CMD_GET_PATH_FOLDER_TRASH

CMD_GET_PATH_VERSION_TRASH

CMD_GET_TRASH_LIST_PDF

CMD_INVALIDATE_CACHE_RENDER_SECURITY_PROFILE

CMD_LOCK_DOCUMENT

CMD_MOVE_ACTIVE_ARCHIVE

CMD_MOVE_ARCHIVE_ACTIVE

CMD_MOVE_DOCUMENT

CMD_MOVE_FOLDER

CMD_MOVE_PIN

CMD_PASTE_OBJECTS

CMD_PING

CMD_PIN_DOCUMENTS

CMD_POSITION_DOCUMENT

CMD_POSITION_FOLDER

CMD_POS_DOCUMENT

CMD_POS_FOLDER

CMD_QUERY_EXPIRABLE_DOWNLOAD_LINK

CMD_QUERY_LIFECYCLE_JOB

CMD_READ_CLASSELEMENT

CMD_READ_COMMENT

CMD_READ_DOCUMENT

CMD_READ_DOCUMENT_BY_UUID

CMD_READ_DOC_SIGNING_CYCLE

CMD_READ_DOC_VALIDATION_CYCLE
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Command Rights on object Rights on parent object

CMD_READ_EXPIRABLE_DOWNLOAD_LINK

CMD_READ_FOLDER

CMD_READ_NOTE

CMD_READ_OBJECT_LINK

CMD_READ_VERSION

CMD_REBUILD_ID

CMD_REINDEX_ALL_IN_FULLTEXT

CMD_REINDEX_DOCUMENT_IN_FULLTEXT

CMD_REINDEX_NOTE_IN_FULLTEXT

CMD_RELOCATE_DOCUMENT

CMD_REMOVE_DOCUMENT_FROM_FULLTEXT

CMD_REMOVE_FROM_FAVORITE

CMD_RENDER_CLASSELEMENT_PARENT

CMD_REORDER_FOLDER_CONTENT

CMD_RESTORE_DOCUMENTS_TRASH

CMD_RESTORE_FOLDER_TRASH

CMD_RESTORE_VERSION_TRASH

CMD_RETRIEVE_DOCUMENT_ATTRIBUTES

CMD_RETRIEVE_FOLDER_ATTRIBUTES

CMD_ROLLBACK_DOCUMENT

CMD_SET_DISPLAY_PROFILE

CMD_SET_DISTRIBUTION_LIST

CMD_SET_DOC_SIGNING_CYCLE

CMD_SET_DOC_VALIDATION_CYCLE

CMD_START_DOC_SIGNING_CYCLE

CMD_START_DOC_VALIDATION_CYCLE

CMD_STOP_DOC_SIGNING_CYCLE
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Command Rights on object Rights on parent object

CMD_STOP_DOC_VALIDATION_CYCLE

CMD_TAG_OBJECT

CMD_UNLOCK_DOCUMENT

CMD_UNPIN_DOCUMENTS

CMD_UPDATE_COMMENT

CMD_UPDATE_DOCUMENT

CMD_UPDATE_EXPIRABLE_DOWNLOAD_LINK

CMD_UPDATE_FOLDER

CMD_UPDATE_LIFECYCLE_JOB

CMD_UPDATE_NOTE

CMD_UPDATE_OBJECTS

CMD_UPDATE_OBJECT_LINK

-

-

Flow library

Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_ACCEPT_TASK

CMD_ACTIVATE_INVALID_TASK

CMD_ASSIGN_TASK

CMD_CANCEL_PROCESS

CMD_CANCEL_TASK

CMD_COUNT_EVENTS

CMD_COUNT_PROCESSES
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_COUNT_PROCESSES_BLOCKED

CMD_COUNT_PROCESSES_FILTERED

CMD_COUNT_TASKS

CMD_CREATE_PROCESS

CMD_CREATE_TASK

CMD_DEASSIGN_TASK

CMD_DELETE_PROCESS

CMD_ENUMERATE_ACTIONS

CMD_ENUMERATE_EVENTS

CMD_ENUMERATE_INVALID_TASKS

CMD_ENUMERATE_PROCESSES

CMD_ENUMERATE_PROCESSES_BLOCKED

CMD_ENUMERATE_PROCESSES_FILTERED

CMD_ENUMERATE_PROCESS_DEFINITIONS

CMD_ENUMERATE_PROCESS_START_POINTS

CMD_ENUMERATE_TASKS

CMD_ENUMERATE_TASK_BY_PROCDEF

CMD_ESCALATE_TASK

CMD_EXECUTE_ACTION

CMD_EXPIRE_TASK

CMD_FINISH_TASK

CMD_GET_INBOX_SUMMARY

CMD_LOAD_FLEX_BACKLOG

CMD_POSTPONE_TASK

CMD_POST_EVENT
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_QUERY_FLEX_NEXT

CMD_QUERY_INBOX_GROUPED

CMD_QUERY_SHARED_TASK_STATUS

CMD_QUIT_TASK

CMD_REACTIVATE_TASK

CMD_READ_PROCESS

CMD_READ_TASK

CMD_REASSIGN_USER_TASKS

CMD_RENDER_DELAY

CMD_RENDER_PROCESS_DEFINTION

CMD_REPORT_COUNT_PROCS

CMD_REPORT_COUNT_TASKS_BYTASK

CMD_REPORT_COUNT_TASKS_BYUSER

CMD_REPORT_DURATION_PROCS

CMD_REPORT_INBOX_DIRTY

CMD_RESUME_PROCESS

CMD_RESUME_TASK

CMD_SAVE_FLEX_BACKLOG

CMD_SET_TASK_FORM_ID

CMD_SET_TASK_FORM_PAGE

CMD_START_PROCESS

CMD_TRIGGER_TASK

CMD_UPDATE_PROCESS

CMD_UPDATE_TASK

28 Gargantua 8



Misc library

Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_CONVERT_TO_HTML

CMD_CONVERT_TO_PDF

CMD_CONVERT_TO_IMAGE

CMD_CONVERT_TO_TXT

CMD_CONVERT_DOCUMENT

CMD_EVALUATE_WATERMARK

CMD_EVALUATE_VERSION_OPTION

CMD_CREATE_THUMB

CMD_SEND_MAIL

CMD_SCRIPT_EXECUTE

CMD_EXPORT

CMD_INFO_EXPORT

CMD_EXPORT_INIT

CMD_EXPORT_FOLDER_ADD

CMD_EXPORT_FOLDER_DELETE

CMD_EXPORT_JUKE_PREPARE

CMD_EXPORT_JUKE_FILEIDS

CMD_EXPORT_CLOSE

CMD_EXPORT_JUKE_CANCELFILEIDS

CMD_IMPORT

CMD_QUERY_IMPORT

CMD_CREATE_ASYNC_JOB

CMD_READ_ASYNC_JOB
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_UPDATE_ASYNC_JOB

CMD_DELETE_ASYNC_JOB

CMD_ENUMERATE_ASYNC_JOB

CMD_START_ASYNC_JOB

CMD_STOP_ASYNC_JOB

CMD_PAUSE_ASYNC_JOB

CMD_RESUME_ASYNC_JOB

CMD_CONFIRM_ASYNC_JOB

CMD_COUNT_ASYNC_JOB

CMD_GET_ASYNC_JOB_FILE

CMD_SET_ASYNC_JOB_FILE

CMD_CHECK_AVAILABLE_ASYNC_JOB

CMD_GET_EXTINFO_OBJECT

CMD_CERTIFY_DOCUMENT

CMD_GET_SIGNATURE_DATA

CMD_QUERY_SERVERINFO

CMD_SIGN_DOCUMENT

CMD_CREATE_USER_CERTIFICATE

CMD_DELETE_USER_CERTIFICATE

CMD_EMAIL_ENUMERATOR

CMD_COUNT_PAGES

CMD_CREATE_PDF

CMD_STORE_PDF

CMD_RETRIEVE_PDF

CMD_DELETE_PDF
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_CHECK_PDF

CMD_CREATE_NOTIFICATION_DEFINITION

CMD_READ_NOTIFICATION_DEFINITION

CMD_UPDATE_NOTIFICATION_DEFINITION

CMD_DELETE_NOTIFICATION_DEFINITION

CMD_ENUMERATE_NOTIFICATION_DEFINITIONS

CMD_COUNT_NOTIFICATION_DEFINITIONS

CMD_CHECK_NOTIFICATION_DEFINITIONS

CMD_CREATE_NOTIFICATION

CMD_READ_NOTIFICATION

CMD_UPDATE_NOTIFICATION

CMD_DELETE_NOTIFICATION

CMD_ENUMERATE_NOTIFICATIONS

CMD_COUNT_NOTIFICATIONS

CMD_GENERATE_FILE_FROM_TEMPLATE

CMD_REPLACE_SIGNATURE_MARKERS

CMD_DEBUG_ADMIN_SET_USER_PREFERENCE

CMD_DEBUG_ADMIN_GET_USER_PREFERENCE

CMD_DEBUG_ADMIN_CREATE_BREAKPOINT

CMD_DEBUG_ADMIN_ENUMERATE_BREAKPOINTS

CMD_DEBUG_ADMIN_UPDATE_BREAKPOINTS

CMD_DEBUG_ADMIN_DELETE_BREAKPOINTS

CMD_DEBUG_ADMIN_READ_SESSION

CMD_DEBUG_ADMIN_CHECK_SESSIONS

CMD_DEBUG_ADMIN_DELETE_SESSIONS
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_DEBUG_ADMIN_ENUMERATE_SESSIONS

CMD_DEBUG_ADMIN_EXECUTE_ACTION

CMD_DEBUG_ADMIN_EVALUATE_EXPRESSION

CMD_DEBUG_ADMIN_UPDATE_VARIABLE

CMD_DEBUG_ADMIN_EVALUATE_SCRATCH_PAD

CMD_DEBUG_ENUMERATE_MAIL_MESSAGES

CMD_DEBUG_CONFIRM_MAIL_MESSAGES

CMD_DEBUG_DECLINE_MAIL_MESSAGES

CMD_DEBUG_QUIT_MAIL_MESSAGES

CMD_DEBUG_RESEND_MAIL_MESSAGES

CMD_DEBUG_CREATE_SCRIPTOR_SNAPSHOT

CMD_DEBUG_EVALUATE_SCRIPTOR_EXPRESSION

CMD_DEBUG_ENUMERATE_SCRIPTOR_FUNCTIONS

CMD_DEBUG_EVALUATE_SCRIPTOR_STEP_OVER

CMD_DEBUG_EVALUATE_SCRIPTOR_STEP_INTO

CMD_DEBUG_EVALUATE_SCRIPTOR_STEP_OUT

CMD_DEBUG_EVALUATE_SCRIPTOR_GO

CMD_DEBUG_EVALUATE_SCRIPTOR_EXIT

CMD_DEBUG_CREATE_SCRIPTOR_BREAKPOINT

CMD_DEBUG_DELETE_SCRIPTOR_BREAKPOINT

CMD_DEBUG_EXIT_TASK

CMD_DEBUG_CREATE_SESSION

CMD_DEBUG_UPDATE_SESSION

CMD_DEBUG_FINISH_SESSION

CMD_DEBUG_CANCEL_SESSION
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_DEBUG_ENUMERATE_SESSION

CMD_DEBUG_READ_SESSION

CMD_DEBUG_CREATE_LAUNCH

CMD_DEBUG_FINISH_LAUNCH

CMD_DEBUG_PREVIEW_MAIL_ATTACHMENT

CMD_DEBUG_RETRIEVE_MAIL_ATTACHMENT

CMD_DEBUG_CONVERT_TO_IMAGE

CMD_DEBUG_SWITCH_CONTEXT

CMD_DEBUG_CHECK_AVAILABLE_CONTEXT

CMD_DEBUG_CREATE_WATCHED_EXPRESSION

CMD_DEBUG_DELETE_WATCHED_EXPRESSION

CMD_DEBUG_UPDATE_WATCHED_EXPRESSION

CMD_DEBUG_CREATE_PROCESS_SNAPSHOT

CMD_DEBUG_CHECK_PROCESS_SNAPSHOT

CMD_DEBUG_CANCEL_PROCESS_SNAPSHOT

CMD_DEBUG_RESTORE_PROCESS_SNAPSHOT

CMD_DEBUG_GET_JS_EXCEPTIONS

CMD_DEBUG_EVALUATE_PROCESS_RUNTIME

CMD_DEBUG_CREATE_IMPERSONATED_CONNECTION

CMD_DEBUG_DELETE_IMPERSONATED_CONNECTION

CMD_DEBUG_ENUMERATE_SCRIPTING_LOG_ENTRIES

CMD_DEBUG_READ_SERVER_LOG

CMD_DEBUG_ENUMERATE_FLOW_EVENTS

CMD_DEBUG_ENUMERATE_BLOCKED_PROCESSES

CMD_DEBUG_TRIGGER_TASK
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Command

Rights

on

object

Rights

on

parent

object

Manager Notes

CMD_IMPORT_FOLDER_HIERARCHY

CMD_SPLIT_PDF

CMD_GET_MARKER_POSITION

CMD_CREATE_BARCODE

CMD_EXPORT_PROCESS_DEFINITION_BPMN

CMD_CHECK_OBJECT_TIMESTAMP

CMD_RENDER_OBJECT_EXTERNAL_URL

CMD_EXPAND_SCRIPT_MARKERS

CMD_CHECK_OBJECT_DIFFERENCE

CMD_READ_SENT_MAIL

CMD_COUNT_SENT_MAILS

CMD_ENUMERATE_SENT_MAILS

CMD_PURGE_SENT_MAILS

CMD_READ_NOTIFICATION_MESSAGE

CMD_MARK_AS_READ_NOTIFICATION_MESSAGE

CMD_MARK_AS_EXPIRED_NOTIFICATION_MESSAGE

CMD_COUNT_NOTIFICATION_MESSAGES

CMD_ENUMERATE_NOTIFICATION_MESSAGES

CMD_PURGE_NOTIFICATION_MESSAGES
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