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1. Basics

The REST API is accessible on the ‘/api/rest’ path relative to the base URL of the Gargantua web application.

Example: if the web application is accessible at ‘http://example.domain.com/siatel-web/’ then the REST API is

accessible at the ‘http://example.domain.com/siatel-web/api/rest’.

Communicating with the Gargantua server

The Gargantua server handles requests. A request comes in form of a command with an input data structure

and yields an output data structure upon completion.

Gargantua server commands fall in several different categories, as described in the table below

Administration

Commands that will handle administration objects; these are objects that are server-wide scoped, like

users, groups, databases, etc.

Design

Commands that will handle design objects; these objects are defined on a per-database schema, and are

used for definingt runtime behavior of the server, like attributes, forms, workflow processes, etc.

Production

Production commands handle all content stored within a Gargantua server. These can furthermore be

divided into document management, workflow and search.

REST API access URL

The REST API is accessible on the /api/rest path relative to the base URL of the Gargantua web application.

Example: if the web application is accessible at http://example.domain.com/siatel-web/ then the REST API

is accessible at the http://example.domain.com/siatel-web/api/rest.

The generic form of an access URL is

http://example.domain.com:port/siatel-web/api/rest/<service>/<command>/<object>/<extra>

<service>

The name of the service that must handle the request; available services are : auth, admin, design, ged,

flow, search, security, storage and misc; refer to the next section for details for each service.

<command>

The name of the command to be executed, normally a verb; the command set is service and object

dependent, and are described individually; here are some examples : login, logout, create, update,
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delete, etc.

<object>

The target object type of the call command request; these, too are service dependent; for instance, the

ged service will handle object types folder, document, etc.

<extra>

An extra element for commands that require it; this extra element is documented for commands that

require it.

Below are a couple of example of URLs :

http://example.domain.com:port/siatel-web/api/rest/auth/login/

http://example.domain.com:port/siatel-web/api/rest/ged/create/folder

http://example.domain.com:port/siatel-web/api/rest/ged/read/document

Depending on the service and command involved, the object type may be optional, as well as the

extra element.
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user

/auth/authenticate/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/change_pass/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/impersonate/user

Documentation not available in this release. Please contact SIATEL SA for support.
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Open a session to the Gargantua server.

Input:

JSON:

user

string; the login user name.

pass

string; the password to authenticate with.

Output dtoOut object:

conn

string; the connection token; always 24 characters in length.
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Close the Gargantua server session.

Input:

The conn header required set to the corresponding value returned by the /auth/login/user call.

No JSON input.

Output dtoOut object:

Empty.

connection_data
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/auth/get/connection_data

paired_server_recv

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/login/paired_server_recv

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/logout/paired_server_recv

paired_server_send

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/login/paired_server_send

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/logout/paired_server_send

Documentation not available in this release. Please contact SIATEL SA for support.
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/auth/add/signature

Add a signature image for the connected user.

Request headers:
conn : <the connection token received upon login>
Request body:
{

"fileUri" : "data : image/png;base64,iVBORw0KGgoAAAANSUhE..."
}

Response body:
{

"result" : "ok",
"dtoOut" : {

"fileId" : "FILE0000000000000000000100000001000008FB.pngcr"
}

}

The « fileUri » input parameter can specify a URL in which case the file will be downloaded and

stored as user signature.
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/auth/add/signature

Add a signature image for the connected user.

Request headers:
conn : <the connection token received upon login>
Request body:
{

"fileUri" : "data : image/png;base64,iVBORw0KGgoAAAANSUhE..."
}

Response body:
{

"result" : "ok",
"dtoOut" : {

"fileId" : "FILE0000000000000000000100000001000008FB.pngcr"
}

}

/auth/enumerate/signature

List the signatures for the connected user.

Request headers:
conn : <the connection token received upon login>
Request body:
{
}

Response body:
{

"result" : "ok",
"dtoOut" : {

"list" : ["FILE00007FFFFFFF0000000100000001000008D4.jpgcr",
"FILE00007FFFFFFF0000000100000001000008D5.jpgcr",
"FILE00007FFFFFFF0000000100000001000008D6.jpgcr",
"FILE00007FFFFFFF0000000100000001000008D7.jpgcr",
"FILE00007FFFFFFF0000000100000001000008D8.jpgcr",
"FILE00007FFFFFFF0000000100000001000008D9.jpgcr",

The « fileUri » input parameter can specify a URL in which case the file will be downloaded and

stored as user signature.
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"FILE00007FFFFFFF0000000100000001000008DA.jpgcr",
"FILE00007FFFFFFF0000000100000001000008DB.jpgcr",
"FILE0000000000000000000100000001000008F9.pngcr",
"FILE0000000000000000000100000001000008FA.pngcr",
"FILE000000000000000000010000000100000917.pngcr"]

}
}

Gargantua 7 REST API 113



actor_database

/admin/update/actor_database

aggregated_file

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/aggregated_file

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/group_role

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/group_role

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/group_database

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/group_portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/group_portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/user_role

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/user_role

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/user_database

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/user_portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/user_portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/role_portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/role_portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/role_database

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/role_database

group_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/group_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/group_user

Documentation not available in this release. Please contact SIATEL SA for support.

Gargantua 7 REST API 151



152 Gargantua 7 REST API



Gargantua 7 REST API 153



154 Gargantua 7 REST API



Gargantua 7 REST API 155



156 Gargantua 7 REST API



/admin/enumerate/certificate

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/certificate

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/undeploy/certificate

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/certificate

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/get_indirectassigs/database

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/ping/database

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/database

external_email_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/analyze/external_email_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/notify/external_email_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/touch/extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/get_extinfo/group

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/get_indirectassigs/group

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/intervention_report

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/intervention_report

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/intervention_report

ldap_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/ldap_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/synchronize/ldap_user

manager

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/manager

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/manager

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/manager_user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/manager_user

object_extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/object_extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/object_extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/object_extended_property/for_object

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/object_extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/object_extended_property/for_object

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/object_extended_property/

for_extended_property

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/planner

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/planner

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/planner

plannerday

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/plannerday

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/plannerday

Documentation not available in this release. Please contact SIATEL SA for support.

Gargantua 7 REST API 235



236 Gargantua 7 REST API



/admin/enumerate/plannerday

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/portal

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/portal

portal_display

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/portal_display

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/portal_display

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/portal_display

portal_doclist

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/portal_doclist

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/portal_doclist

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/portal_doclist

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/get_extinfo/role

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/get/role

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/validate/role

rule

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/rule

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/rule

Documentation not available in this release. Please contact SIATEL SA for support.
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registry_entry
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/admin/create/registry_entry

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/registry_entry

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/registry_entry

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/resource

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/resource

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/resource

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/script_admin

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/script_admin

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/script_admin

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/generate/server_account

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/synchronize/server_account

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/server_report

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/server_report

session

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/session

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/storage

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/storage

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/storage

stopfile

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/get/stopfile

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/set/stopfile

system_list

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/query/system_list

temp_secu_rights

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/temp_secu_rights

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/temp_secu_rights

Documentation not available in this release. Please contact SIATEL SA for support.

Gargantua 7 REST API 311



312 Gargantua 7 REST API



Gargantua 7 REST API 313



314 Gargantua 7 REST API



Gargantua 7 REST API 315



316 Gargantua 7 REST API



Gargantua 7 REST API 317



318 Gargantua 7 REST API



Gargantua 7 REST API 319



320 Gargantua 7 REST API



Gargantua 7 REST API 321



/admin/disconnect/user/from_server

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/disconnect/user/from_database

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/purge/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/undelete/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update_default/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update_external/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update_pass/user

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/create/user_profile/from_web

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/user_profile

Documentation not available in this release. Please contact SIATEL SA for support.

332 Gargantua 7 REST API



/admin/update/user_profile

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/user_profile

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/user_profile/usecache

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/user_profile/from_web

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/read/user_delegation

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/update/user_delegation

Documentation not available in this release. Please contact SIATEL SA for support.
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/admin/enumerate/user_delegation

Documentation not available in this release. Please contact SIATEL SA for support.
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audit service

audit_entry

/audit/create/audit_entry

Documentation not available in this release. Please contact SIATEL SA for support.
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/audit/delete/audit_entry/full

Documentation not available in this release. Please contact SIATEL SA for support.
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/audit/count/audit_entry

Documentation not available in this release. Please contact SIATEL SA for support.
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/audit/query/audit_entry

audit_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/audit/load/audit_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/audit/save/audit_config

Documentation not available in this release. Please contact SIATEL SA for support.
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config service

server_anonymous_config

/config/read/server_anonymous_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_anonymous_config

server_asyncjob_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_asyncjob_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_asyncjob_config

server_backup

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/cancel/server_backup

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/query/server_backup

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/start/server_backup

server_database

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/check/server_database

Documentation not available in this release. Please contact SIATEL SA for support.
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/config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/update/server_database

licenses_by_comp

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/query/licenses_by_comp

server_dbengine

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/get/server_dbengine

server_license

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/get/server_license

database_instance

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/create/database_instance

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/enumerate/database_instance

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/repair/database_instance

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/update/database_instance

status

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/query/status

workflow_layout_file

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/workflow_layout_file

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/workflow_layout_file

server_email_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_email_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_email_config

email_connection

Documentation not available in this release. Please contact SIATEL SA for support.

Gargantua 7 REST API 383



/config/test/email_connection

server_database_sn

Documentation not available in this release. Please contact SIATEL SA for support.

384 Gargantua 7 REST API



/config/get/server_database_sn

server_option

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/get/server_option

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/set/server_option

server_install_code

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/get/server_install_code

server_ipfilters_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_ipfilters_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_ipfilters_config

ldap_connection

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/test/ldap_connection

server_ldap_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_ldap_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_ldap_config

server_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_config

server

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/maintenance/server

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/re

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/stop/server

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/start/server

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/suspend/server

server_signature_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_signature_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_signature_config

server_sso_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_sso_config

Documentation not available in this release. Please contact SI
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/config/save/server_sso_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_streaming_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/save/server_streaming_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/config/read/server_syslog_config

Documentation not available in this release. Please contact SIATEL SA for support.

Gargantua 7 REST API 407



/config/save/server_syslog_config

Documentation not available in this release. Please contact SIATEL SA for support.
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/design/create/attribute

Example:

Request body:
{

"parentId" : "DATA000200000000000000000000000000000000",
"object" : {

"prefix" : "DFAT",
"id" : "DFAT000200000000000000000000000000000000",
"typeId" : "DFTY000200000001000000000000000000000000",
"label" : "stringattribute"
.....other infor equiredat creation time....

}
}

Response body:
{

"result" : "ok",
"dtoOut" : {

"objectId" : "DFAT000200000076000000000000000000000000",
"dateC" : 1493106951119

}
}

Response body:
{

"result": "fail",
"error": "AlreadyExistsPersistenceException",
"message": "object exists"

}
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