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GENERAL - ACCESS RIGHTS TO GARGANTUA PRODUCTION OBJECTS

HOW ARE ACCESS RIGHTS TO PRODUCTION OBJECTS MANAGED IN
GARGANTUA?

With GARGANTUA, you can set very accurately what operations each user, group or role is allowed to perform
on each production object (that is, on each object created from the Web Client: folder, document, pin, process
instance...). For example, a user can be allowed or not to create, archive or delete a folder or a document, to
modify its attribute, to modify its form, to annotate it...

Setting access rights on production objects is done from the Web Client, by clicking the & Access rights icon in
the toolbar.

You access a screen allowing you to apply security profiles to the current object (check detailed procedures
below):

# 4k TV sets 2000000 X
Access rights
Review and modify the access rights for the selected document

Cwner : Admin | Take ownership

Predefined security profiles :  International profile - [ Custom profile ][ Clear ]9

ger group or role |@|@|%|E|;)|\_f)| ] ||@||||ﬁ|ﬁ9|%|@|‘?|§§| g |@|@|@|& ‘.-22
DEA

ﬁ Domestic profile

& 1ntermational profie YA ANV

?-Secreiarialofﬁce YN AN VANV
Everyone

gtﬂwner YN AANANAANANAN ANV
James Cook

i Patrick Guérin

[ ]commen rights [_]Folders rights [ ] Documents rights [] Mot available

To use the B “Access rights” tool, you need to either belong to the DBA group or to have the .
“Modify access rights” access right on the current object.

The DBA group members can always modify the access rights, even when the corresponding
checkbox is unchecked.
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WHAT IS A SECURITY PROFILE?

A security profile is a predefined set of access rights that an administrator creates from the Administration Tool
in order to assign it to the corresponding GARGANTUA database production objects:

& Manage security profiles

Propertiesl Legend| Summary| Log| Help|

Identity
Name
Office Suppliers Order| <€ ®
Description
This security profile sets the rights of users on the "Office Suppliers Order” process instance. -
Package

Content

Custom security

(@ Standard security

User group or role

BREGEOV WAL EPIRBEARR RGPS ZRBRRE

@

i

i

a Arnaud Durand
a Aurélien Dubois
a Francis Gonzdlez
a James Cook

% Jean Dupont
% Jean Valjean

3

Patrick Guérin

¥ ¥ ¥ ¥ ¥ ¥ ¥
LWAAAAAALALAAANALS NN

N

¥ VY ¥¥Y ¥ ¥ ¥
VYNNI ANANNAIAAEANAA
¥ VN VY v N

FNXNAAANAAAN AN

i@ psa NN AN
@ Domestic profile ¥ ¥ < ¥ ¥ ¥ ¥ A « ¥ ¥
IEInternationa\f;lrm‘ile ( { \f{ { { « {¢ ‘f (¢
@ Purchasing Department \AAALAAAALAALALAALAALAILALALAALANAN
Secretarial office f f V" f f
Everyone «
Owner NAAANAANANANANANNAN AN AN

VAN AT AN
¥
¥ v
VA AEANAT AN
v NV
VA AT AN

l_ Commaon rights ’_ Folder rights l_ Document rights l_ Unavailable rights

Setting security profiles allows you to implement a consistent policy regarding the access rights to similar
production objects:

¢ They avoid having to check again all the boxes everytime you want to set the same access rights on a
new object;

e They allow you to modify the access rights of several objects in one click, without having to modify
them for each object: the changes made on a security profile in the Administration Tool are
automatically applied to all the objects this profile is assigned to.
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ACCESS RIGHTS CASCADING INHERITANCE

Cascading inheritance applies to all the access rights and security profiles, in the case of objects that have just

been created and/or that cannot have their own access rights (see Access rights and database security levels).

This means that:

Folders inherit by default the database access rights.

Sub-folders inherit by default the parent folder access rights.

¢ Documents inherit by default the parent folder or process instance access rights.

e Process instances inherit by default the database access rights, unless a default security profile has
been assigned to the process.

5:2 Manage processes

General | Graph | Properties | Planner | Scripts | Layout | Dependencies | Compilation | Log | Help

Values
Form Attributes available Attributes displayed
Office Supplies Order - 1 Quantity
Manager form page &ISSUEE’ By
n T Item
Process manager Hlssued On
Secretary -
Process priority
Morrmal -
Default security profile for processes
Office Supplies Order -
[] Estimated working time: i] ~ | day(s) 0 = hour(s) 0 ~ | minute(s)
Validate working time: Ei] = day(s) 0 = hour(s) 0 = | minute(s)

If you copy and paste a document inside a database with the | tool, the copy will inherit by
default its new parent access rights.

WHAT IS THE “SECURITY PROFILE” SYSTEM ATTRIBUTE FOR?

A Security profile system attribute can be added to a GARGANTUA form from the Content tab of its management

screen.

This attribute then displays in read-only mode in the Web Client. It allows users to know if a security profile has

been applied, and which one, even if they do not have the E. Modify access rights access right.
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ACCESS RIGHTS AND DATABASE SECURITY LEVELS

The access rights precision depends on the security level set for the corresponding GARGANTUA database:

¢ [f the database does not have any security (None security level), the @ Access rights tool does not
display in the Web Client: all the users that can access the content of the database can perform all the
operations on all the production objects (to the extent of the privileges they have been granted).

e If the database has a Simple security level, you can set access rights at database level: they will apply
to all the production objects of the database.

¢ If the database has a Medium security level, you can set access rights at folder and process level: they
will apply automatically to the documents contained by the folder or process.

¢ If the database has a High security level, you can set access rights for each object, including documents.

B Manage database
Properties | Assignments | Compilation | IP Filters | Storage rules| Temporary rights | Lifecycle jobs | Log | Log size | Help

Database

Database name Sub-branches available in the left pane

Technical documentation

Database description

yCDmposition rules
. |L'@,J‘Displa)r profiles

Connection URL: | jdbc:postgresgl://localhost/siatel fal Views

Resources: %Documenttemplates
=

[¥] Public database 0

[¥] Public explorer

"2 OCR models
ZrIntelliScan jobs

[ Enable database forum
& Security profiles

[] 5ave document thumbnails aScripts
[] Enable PDF conversion a
QNotifications

@ Execute conversion on document display
Execute conversion immediately after document creation/modification Security level: Medium =
Default display profile: Toowne
[ Full text database ! I
@ Accents insensit..ngh

Accents sensitive

User choice

View stopfile | | Add stopfile

When a None, Medium or High security level is applied to a database (when creating it, or later), it gets by

default the following access rights:

e The DBA group members and the object owner have all the access rights.
¢ The other users only have the rights to see that objects exist. They cannot perform any operation.
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& HR Assistant
a HR Manager

% Everyone w

N N Y N N I I Y ¥ IV IV IV N e e e e e v v v v v v v

gmm VNN VAN N IV VN I I N N N IV I I I R I N v I
Amy Smith




Administration Tool

CREATING A NEW SECURITY PROFILE

To create a new security profile, proceed as follows:

1. In the left pane of the Administration Tool, expand the branch corresponding to the GARGANTUA
database of your choice.
2. Click the Security profiles sub-branch.

The list of security profiles displays in the right pane.
3. Inthe bottom left corner of the right pane, click the New button.
The new security profile management screen displays.

4. In the Identity section, fill in the Name field, and, if you want, the Description field.
Assign the access rights of your choice to users, groups and/or roles by clicking the corresponding

boxes in the Content table.

You can check all the boxes of a row by double-clicking the user, group, or role name.

(Double-click again to uncheck all the boxes.)

If you do not check any box, all the users will be granted all the access rights.

6. When you are finished, click the Apply button in the bottom left corner of the right pane.

The new security profile has been saved: you can now assign it to production objects from the Web

Client.
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GLOBAL STRUCTURE

The security profiles management screen is as follows:

Security Profiles

& Manage security profiles

Propertiesl Legend| Summary| Lng| Help|

Identity

(@) Standard security

Name
Office Suppliers Order| 1 < ®
Description
This security profile sets the rights of users on the "Office Suppliers Order” process instance. -
Package
Content
Custom security 2

User group of ole SEE T EEer N R R TR F S
i oea N | ¥ L L | VL RV RV Vv N N Y e v R
'ﬁ Domestic profile i ¥ ¥ N W { i v ¥ ¥
@ International profile ~ ~ ¥ « b b ~ ~ ~
{@ Purchasing Department FYNAANANANANNAANNAANEASA NN A
@ Secretarial office ~ i i « ~
R Everyone 5 ¥ 4 5 6
§ owner AN AANAANNAINA AN AN
@ Arnaud Durand « ¥ « «

il Aurélien Dubois VAN AANA AN EIN A VIS
@ Francis Gonzdlez « « « Vi ¥ ~

@ James Cook ¥ ¥v¥ NV ¥ ¥ 9| ¥ ¥ ¥

@ Jesn Dupont NRVRVAVVIVIvEY VIV FRVVA] YR v
@ Jean Valjean v vv Nvvv | v v NV

@ Patrick Guérin FYXNEANANAANAAANAFA A A AN

l_ Commen rights ’_ Folder rights l_ Document rights l_ Unavailable rights
7 8

1. Fields containing basic information about the current security profile (hame and description);

Radio buttons allowing you to choose between a normal security profile and a custom security profile

(only available if custom developments regarding security profiles have been provided by SIATEL);
3. Column containing the names of the groups, roles and —

if you have clicked the Show users button —

users assigned to the database; the Everyone row allows you to assign a set of access rights to all users,

while the Owner row corresponds to the object creator (unless the object ownership was transferred

to another user);

4. Columns corresponding to the access rights that apply whatever object the security profile is used on:
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folder, process, document, etc.

Columns corresponding to the access rights that apply if the security profile is used on a folder or a
process;

Columns corresponding to the access rights that apply if the security profile is used on a document or
a pin.

Reset button allowing you to delete all the checks from the security profile in one clic, in order to start
with an empty table;

Show users/Hide users button allowing you to list individual users (besides groups, roles...) in the

access rights table, in order to give them specific access rights;

ACCESS RIGHTS APPLYING TO ALL PRODUCTION OBJECTS

The access rights applying to all production objects are the following:

o @ See object's name in lists: Users with this access right can see the name and location of the object

in the classification tree, in the documents list, and in search results, but they cannot perform any other

operation on it.

The DBA group members can always see that an object exists, even though the
corresponding checkbox is unchecked.

. B3 Create objects: Users with this access right can create folders and documents inside the current

object.

. B Modify access rights: Users with this access right can modify the current object access rights using

the £ Access rights tool.

The DBA group members can always modify the access rights of an object, even though
the corresponding checkbox is unchecked.

o % Take ownership: Users with this access right can take the ownership of the current object if it has

been created by another user. This operation is done by clicking the Take ownership button located in

the access rights modification frame:

& Inbound mail

Access rights
Review andfor modify (active database only) the access rights for the selected folder

[Dwner : Amy Smith | Take ownership

Predefined security profiles : Custom profile » | Custom profile ] [ Clear ]9
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Users allowed to take ownership on an object can only do it if they also have the E-
“Modify access rights” access right.

« B create note: Users with this access right can use the 5 tool to add notes to the current folder or
document. They can also view all the notes attached to the document.

To view the existing note of a folder (by clicking again the E tool), users also need to have
the =~ “View folder attributes” access right. To modify the note, they also need to have
the & “Modify folder attributes” access right.

To modify a note attached to a document, users also need to have the =+ “View document

attributes” and == “Modify document attributes” access rights.

« 7 Read the forum: Users with this access right can read the discussions in the forum about the current
object.

« 2 Write in the forum: Users with this access right can post messages in the forum about the current
object.

o @ Archive: Users with this access right can use the L 7] Move to archive database tool to transfer the
current object from the active part of the database to the archive part.

If a user is allowed to archive a folder or a pin, he is also allowed to archive the children
objects it contains, regardless of their individual access rights.

ACCESS RIGHTS APPLYING ONLY TO FOLDERS AND PROCESSES

The access rights that only apply to folders and processes are the following:

o View folder attributes: Users with this access right can display the form of the current folder or
process, and view the attributes in read-only mode.

o View files' contents: Users with this access right can view the content of the files located in the
current folder or process. For databases with a High security level, they also need to have the 4 View
file's contents access right for each document.

« &= Modify folder attributes: Users with this access right can modify the form attributes of the current

folder or process (if they also have the =+ View folder attributes access right).

. ¥ Change form for folder: Users with this access right can modify the type of the current folder by

selecting a new form for it in the Choose a folder type drop-down list.
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This operation will make you lose all the attribute data, as it will not be available in the
new form.
To select a new form for a folder, users also need to have the = “View folder attributes”

and == “Modify folder attributes” access rights.

@ Delete folder: Users with this access right can delete the current folder using the & Delete current
folder tool. They can delete not only the folder, but also the children objects it contains, regardless of
their individual access rights.

Delete folder contents: Users with this access right can delete the documents located in the current
folder. For databases with a High security level, they also need to have the @ Delete document access
right for each document.

5 View folder log: Users with this access right can view the log of the current folder or process by
clicking the & Display the activity log for the selected folder tool (from the Explorer), or the =
Display the activity log for the selected object tool (from the search utility).

"] Print folder content: Users with this access right can print the documents located in the current
folder. They also need to have the View files' contents access right. For databases with a High
security level, they also need to have the Eﬁ Print document and =3 View file's content access rights

for each document.

ACCESS RIGHTS APPLYING ONLY TO DOCUMENTS

The access rights that only apply to documents are the following:

o Create version: Users with this access right can upload a new file and decide whether they want

to replace the current document or create a new version of it, either major or minor. Without the
corresponding additional access rights, they cannot download the current document, lock it, or view

its previous versions.

To create document versions, users also need to have the ¥ “View file’s contents” and B
“Modify document” access rights, and the B3 “View files’ contents” access right at parent
folder level.

. F View versions: Users with this access right can view the previous versions of the current document

in the documents list:

4 FERGESSON Michael DEle v % Q0. 7# @& 0N @b E2L D %
A [ &k 0 | Label Size Modificatio Creation Type
s [ n oa CV - Michael Fergesson - Technical Writer 303.12Kb 20/12/2012 204122012 Adobe PDF document
a0z IE (7] Cover Letter - Michael Fergesson - Technical Writer 12.74Kb 20122012 20/12/2012 Microsoft Word document
s [ 3 u [7]F] Master's Degree 2.68Mb 20/12/2012 20/12/2012 Adobe PDF document
a4 A (7]F] Bachelor's Degree 2.68Mb 20/12/2012 20122012 Adobe POF document
Jdls 1 [=FS od Paid Holiday - Updated 12,39 Kb 02/01/2013 02/01/2013 Microsoft Word document
(| 1.0 Paid Holiday 12.39Kb 02/01/2013 02/01/2013 Microsoft Word document
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They can also access the document version history using the | & Document information tool of the
Web Client:

{g Document information A

Information
Document Information

Owner : Florence Perrier
Created at : 02/01/2013 13:01
Last modified at : 02/01/2013 13:02
Status :
Versionm: 1.1
Linked OCR text : No OCR result

Document version history
List of all available versions for the document

Version no. Label Size Created by Modification Creation Type
1.0 Paid Holiday 12.39Kb Florence Perrier 02/01/2013  02/01/2013 Microsoft Werd document
Comment : Time-Off Reguest updated.

View document attributes: Users with this access right can display the form of the current
document and view the attributes in read-only mode.
View file’s contents: Users with this access right can view the content of the file associated to the
current document (if they also have the =4 View files’ contents access right at parent folder level).
View source file:
o If PDF conversion is enabled on the database, the View source file Eir access right is editable.
Users with this access right can view the original version of the file associated to the current
document, with the ActiveX plugin mode (and not only the HTML and PDF versions), if they
also have the =4 View files’ contents access right on the document and at parent folder level.
o If PDF conversion is disabled on the database, the View source file access right is not
editable: the corresponding column displays in red. The PDF version of documents being
unavailable, users can always access the original version, with the ActiveX plugin mode.
2= Modify document attributes: Users with this access right can modify the form attributes of the
current document (if they also have the =% View document attributes access right).
E Y Change form for document: Users with this access right can modify the type of the current

document by selecting a new form for it in the Choose a folder type drop-down list.

This operation will make you lose all the attribute data, as it will not be available in the

new form.

To select a new form for a document, users also need to have the =« “View document

attributes” and == “Modify document attributes” access rights.

) Temporary modifications: This access right is not available yet.
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@ Delete document: Users with this access right can delete the current document (if they also have
the 4l Delete folder contents access right at parent folder level).
= View document log: Users with this access right can view the log of the current document by
clicking the = Display the activity log for the selected document/object tool.
5] Print document: Users with this access right can print the current document. They also need to have
the View file’s contents access right and the ) Print folder content and View files’ content
access rights at parent folder level.

B pin: Users with this access right can create and delete the pins containing the corresponding

documents. They need to have this access right on all the documents of the pin.

To create and delete pins, users also need to have the 8 “Create objects” access right at

parent folder level.

% Annotate: Users with this access right can use the Annotations toolbar of the activeX plugin to edit
the .tif file associated to the current document:

(] Slerexe Company Ltd. Letter 725000000 = X
A@lo - -a @ -0 -S> -
i ®
(]
ls THE SLEREXE COMPANY LIMITED
e SAPORS LANE . BOOLE . DORSET - BH 25 8ER
3 TeLErE BooLE (945 13) 51617 . TELEN 123456
.
|-
- Our Ref. 350/PJC/EAC 18th January, 1972.
abl
Or. P.N. Cundall,
D Mining Surveys Ltd.,
Hol Road,
= Resding,
Barks.
&
Dear Pete,
Permit me to introduce you to the facility of facsimile
transmission.

To annotate a document, users also need to : be able to use the activeX plugin, have the
“View file’s content” and & “Modify document” access rights, and have the =2 “View

files’ content” at parent folder level.

B Modify document: Users with this access right can upload a new file to replace the current
document. They can also use the image editing tools of the activeX plugin. Without the corresponding
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additional access rights, they cannot download the current document, lock it, or create a new version
of it.

To modify a document, users also need to have the = “View file’s contents” access right,

and the &Y “View files’ contents” access right at parent folder level.

i Delete version: Users with this access right can delete previous versions of the corresponding
document using the L€ tool of the Web Client.

To delete previous versions of a documents, users also need to have the @ “View
versions” and ) “Delete document” access rights, and the 2 “Delete folder contents”

access right at parent folder level.

@ Download and email: Users with this access right can download the current document and/or send
it by email as an attachment, if they also have the =4 View file’s contents access right, and the = View
files’ contents access right at parent folder level.

2 Sign digitally: Users with this access right can sign digitally the current document using a digital
certificate. If they have the 2 Sign physically privilege, they can add an image signature to the
document.

To sign a document digitally, users also need to have the the 2 “View file’s contents” and
B “Modify document” access rights, and the B3 “View files’ contents” access right at

parent folder level.

iadl Start a validation cycle: Users with this access right can start a validation cycle and/or show its
progress, using the i tool of the Web Client.
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MANAGING SECURITY PROFILES

DUPLICATING A SECURITY PROFILE

You may want to duplicate a security profile, in order for example to create a slightly different one from the

copy.

Proceed as follows:

In the left pane of the Administration Tool, expand the branch corresponding to the GARGANTUA
database of your choice.
Click the Security profiles sub-branch.

The list of security profiles displays in the right pane.

In the list, click the row of the security profile that you want to duplicate.

In the bottom left corner of the right pane, click the Duplicate button.
A new security profile named “xxx (1)” displays in the list.

Click this new profile.

The security profile management screen displays.

After applying the necessary modifications, click the the Apply button in the bottom left corner of the
right pane.

A new security profile based on the existing one has been created.

EXPORTING A SECURITY PROFILE

You may want to export a security profile as an archive in .sxa format, in order to import it later into another

database or onto another server.

Proceed as follows:

In the left pane of the Administration Tool, expand the branch corresponding to the GARGANTUA
database of your choice.
Click the Security profiles sub-branch.

The list of security profiles displays in the right pane.

In the list, click the row of the security profile that you want to duplicate.

In the bottom right corner of the right pane, click the Export button.

A dialog allowing to select the objects to export displays.
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5. Check the checkbox corresponding to the security profile to export, and click OK.
The file explorer displays.

6. Browse to the local or remote folder where you want to save the .sxa export, and click Save.
A confirmation message displays.

7. Click OK.

The security profile selected has been exported. You can now import it into the database of your

choice.

IMPORTING A SECURITY PROFILE

To import a security profile, proceed as follows:

1. In the left pane of the Administration Tool, expand the branch corresponding to the GARGANTUA
database of your choice.
2. Click the Security profiles sub-branch.

The list of security profiles displays in the right pane.

3. Inthe bottom right corner of the right pane, click the Import button.
The file explorer displays.

4. Browse to the folder where you have saved the .sxa export, and click Open.
A dialog allowing to select the objects to import displays.

5. Check the checkbox corresponding to the security profile to import.

Unlike other objects, the security profiles that you import cannot override existing security

profiles with the same name, even if you check the “Overwrite” checkbox.

6. Click OK.
A confirmation message displays.
7. Click OK.

The security profile has been imported: it is now at the end of the security profiles list.

DELETING A SECURITY PROFILE

To delete a security profile, proceed as follows:

1. In the left pane of the Administration Tool, expand the branch corresponding to the GARGANTUA
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database of your choice.

2. Click the Security profiles sub-branch.

The list of security profiles displays in the right pane.

3. Inthe list, click the row of the security profile that you want to delete.

In the bottom left corner of the right pane, click the Delete button.

A confirmation message displays.

5. Click Yes.

The security profile selected has been deleted: it does not display in the security profiles list any longer.

You can only delete a security profile if it is not assigned to any production object.
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ASSIGNING A PREDEFINED SECURITY PROFILE TO AN OBJECT IN THE WEB
CLIENT

The assignment of a predefined security profile to an object in the Web Client requires the creation of this
security profile in the Administration tool.

To assign a security profile to a folder, process, document or all objects in a database:

1. Inthe Web Client, click on the object to which you want to assign the security profile.

2. Inthe toolbar, click on the @ icon (Access rights).
The access rights modification frame is displayed in the right pane.

3. In the drop-down menu of the Predefined security profiles field, click on the security profile of your
choice, to assign it to the selected object.

4. If the current object already contains other objects and you want to assign to them the same security
profile, check the Subfolders and/or Documents checkboxes, at the bottom of the frame.

5. Click on Apply.

A confirmation message is displayed. The security profile has been assigned to the current object and,
if required, to its children.
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ASSIGNING A CUSTOM PROFILE TO AN OBJECT

Instead of assigning a predefined security profile to an object, you can assign a custom profile to it. A custom

profile allows you to assign rights to specific objects.

This feature is helpful in the following cases:

If you have never defined any security profile in the Administration tool;
For a subfolder or a document: if a folder already has a security profile but you do not want to assign it
to all its subfolders or documents.

However: assigning too many custom profiles can easily bring confusion. Indeed, it can be hard to
know which objects are assigned to a custom or predefined security profile. That is why it is

strongly recommended to only use predefined security profiles.

To assign a custom security profile to an object:

1.
2.

In the Web Client, click on the object to which you want to assign the security profile.

In the toolbar, click on the @ icon (Access rights).
The access rights modification frame is displayed in the right pane.

In the drop-down menu of the Predefined security profiles field, select Custom profile.

Check the checkboxes of the access rights table, depending on the rights you want to assign to the
different users, groups or roles for this object.

If the current object already contains other objects and you want to assign them the same custom
security profile, check the Subfolders and/or Documents checkboxes, at the bottom of the frame.
Click on Apply.

A confirmation message is displayed. The custom security profile has been assigned to the current
object and, if required, to its children.

ASSIGNING A CUSTOM PROFILE BASED ON A PREDEFINED SECURITY

PROFILE TO AN OBIJECT

If you want to assign a custom security profile to a specific object, based on a predefined security profile:

1.
2.

3.

In the Web Client, click on the object to which you want to assign the security profile.

In the toolbar, click on the @ icon (Access rights).
The access rights modification frame is displayed in the right pane.

In the drop-down menu of the Predefined security profiles field, click on the security profile of your
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choice.
The access rights table is filled according to the chosen security profile.

Click on the Custom profile button: you can now define a custom security profile based on the

predefined one, for the current object, by checking or unchecking several rights.

The message Selected security template is modified is now displayed above the table.

However, be careful: this custom profile will not be automatically updated if the
predefined profile is changed in the Administration tool. Custom profiles can be tricky!

The Clear button allows you to define a custom profile from an entirely empty table.

If the current object already contains other objects and you want to assign them the same custom
security profile, check the Subfolders and/or Documents checkboxes, at the bottom of the frame.

Click on Apply.

A confirmation message is displayed. The custom security profile has been assigned to the current

object and, if required, to its children.
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