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WHAT IS A GARGANTUA USER GROUP?

GENERAL

A group is a set of users with common, similar or identical access rights.

Thus, administrators can create groups in order to grant collectively to users and/or roles:

* GARGANTUA privileges in order for the group members to see - and then use - specific GARGANTUA
features from the Web Client;

e Assignments to Gargantua databases in order for the group members to see them and access their
contents even though they are private, to the extent of the privileges and access rights they have been
granted;

e A custom, and possibly customizable, interface settings profile.

WHAT IS THE DBA GROUP?

The DBA group gathers users with special privileges in Gargantua Web Client. DBA group members are the only

ones to:

e Be able to access the G Menu by clicking the Gargantua icon in the top left corner of the Web Client

screen;

The DBA group users cannot access to the “Server Configuration” item of the “G Menu”:

indeed, only the Admin superuser is allowed to access it.

e Modify access rights to all the production objects without exception.

The DBA group is the only one created by default when installing Gargantua. It cannot be either renamed or

deleted, and includes inalienably the Admin superuser.
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CREATING A USER GROUP

To create a new Gargantua user group, proceed as follows:

1.

In the left pane of the Administration Tool, click the Groups branch.

The Manage groups screen displays in the right pane.

In the bottom left corner of the right pane, click the New button.

The New group dialog displays.

In the Group name field, type the name that you want to give to the group.

Exemple : “Technical Support”, for a group gathering all the people working in the Technical Support
department.

In the Group description field, you can type a description of the group.

Example: “This groups gathers all the people that work in the Technical Support department.”
In the Access level field, you can choose the access level of the group.

Click the Add button to close the dialog.

The new group has been created. The corresponding management screen (Manage group) displays in

the right pane.

You can now define privileges and assignments for the group, and then click the Apply button at the
bottom of the right pane.
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GROUP MANAGEMENT SCREEN - AVAILABLE TABS

The group management screen contains the following tabs:

e The Properties tab allows to define the group main settings, to grant it privileges and access to various
modules, and to affect it to users, roles and Gargantua databases.

¢ The Log tab allows to view the list of all the operations performed on the group, and to filter them
according to some criteria.

e The Help tab allows you to access the contextual help.

“PROPERTIES” TAB

The Properties screen is as follows:

& Manage group

Propertiesl Logl Help|
Group data
Group name Access level
Purchasing Department Write E]
Group description 3
This group gathers all the users of the Purchasing Department, - e__:? (Direct)
1 Custom properties
MName Value
External directory identification 4
2 D
Group assignments
& & iz
? Users(selected 2 out of 15) ? Roles(selected 1 out of 83) - Databases M ml -
[ ,_-%Accueil [7] & Meeting room enquirer [ B Espace de travail 1
[ &Admin ] 3 Opinicn OB Espace de travail 2
0 ,_-%Amaud Durand [l 8 PDG 0 m Events
[ ,_-%Aude Delors & Project manager [C] [ Fournitures
= &AurélienB 5 = 3 Rédacteur technique m Hurman Resources m
] 2 Aurélien 4 [7] & Relecteur ] [B International database iR
0 &Aurélien Dubois [l 8 Reviewer [ 1B Invoices 7
= &Francis Gonzdlez = 3RH = ﬁMairie d'Arras
E;.Iames Cook | 65 =4 | & Rooms management service [E] [ Meeting room reservati.,
,_-%Jean Dupent [] & Secretary [ i Oiseaux de France =
[ &Jean Valjean [ 3 Spanish translator ] [B Photo & Video Library
[E] £ John Ford [] & Technical writer o | (=] [5 Reserva sala de reunién
[C] & Julien Petit [ & Testeur [C] [ RF certificat.old
] & Patrick Guérin = 3Traducteur = (] m Régularization Fonciére . L
[F] & Richard Fox [] & Traductor francés [T [E Régularisation Fonciére ,
[] & Traductor inglés [ ﬁRégularisation Fenciére.,
= 3Translater (] ﬁRésemation zalle de réu..
[ I Tranclation Deaiact Mananer Ml || [Ny i

’ Delete] [Apply] [ Change profile
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1. Fields containing basic information about the group (provided in the dialog when creating the group);

2. Field containing the LDAP ID of the group, if you are using an LDAP directory to create and manager
your GARGANTUA users.

3. Group access level, as defined at its creation. If the Custom access level is selected, then the View
privileges option of the drop-down menu allows you to assign to the group all or part of the access
privileges to the Web Client features;

4. Area allowing to create and associate attributes to the group object (for example, to perform

operations using scripts on objects with common characteristics);

Checkboxes allowing to select the users and roles that will belong to the group;

Arrow allowing to go directly to the selected user or role;

Checkboxes allowing to assign the group to one or more GARGANTUA databases;

© N o U

Checkboxes allowing to assign the group to:
- M the explorer of the database (If a group is assigned to a database, but not to its explorer,

the database contents remain accessible to its members, in particular from search features.);

o [ the archive part of the database.

These checkboxes only display when the group is already assigned to the database (active

part).

“LoG” T1AB

The Log tab allows you to view a list of all the operations performed in one of the branches of Gargantua

Administration Tool.
You can filter your search through the following criteria:
e Start date, end date;

e User;
e QOperation.

To filter by dates:

1. Fillin the date from which you want to view the operations performed, in the Start date field.
Fill in the date until which you want to view the operations performed, in the End date field.

3. Click on Display.
The list of the operations performed between the two dates is displayed in the Log entries field.

You can also click on the “Week audits”, “Month audits”, “Year audits” and “All audits” icons, so as

to view the operations performed in larger periods of time.

To filter by users:
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Click on the magnifying glass, close to the User field.

Fill in the user name from whom you want to view the performed operations.

Click on Display.

The list of the operations performed by the user is displayed in the Log entries field.

To filter by operation:

1.

Click on the arrow of the Operation field.

A list of the possible operations is displayed.

Click on the type of operation desired.

Click on Display.

The list of the operations performed in relation with the selected type of operation is displayed in the

Log entries field.

You can tick the “Show login/logout events” box to display the users connections and
disconnections. This functionality is only available for the “Users” and “Server log” branches.

You can tick the “Only Show error audits box” to only display the failed operations.

The “Reset” button allows you to cancel the last filtering.

You can also export the list of the performed operations, in .csv format.

To export a list of the performed operations:

1
2
3.
4

Generate a list, depending on the previous criteria.
Click on the CSV Export button.

Choose the place where you want to save the export.
Click on Save.

You have exported a list of the performed operations.
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ACCESS LEVELS TO GARGANTUA PRIVILEGES

READ ACCESS LEVEL

Read access level gives access to Use of plugins and Password modification privileges.

Only available in the Users management screen: this access level also allows a simplified access to Document
Management and Workflow. For this, you only have to check the corresponding checkboxes, in the Access to

components frame.

Gargantua Admi nistration_ M

Privileges
Display privileges 4

Access level

Privileges i Read [r]
O An ﬁ\) (Direct)

] at] ocr —

[ ﬂlmport Access to components
O aExport

] ' Full access
[ &Settings customization
@ Use of plugins

[T] #¥ Multiple connections
[ OInstaIIation of plugins
ﬁ Password modification
[ ﬂ[}elegations

[ S Visible signature

[] EPortal lists management
[7] g Create workspace

Custom properties

Mame Value

WRITE ACCESS LEVEL

Write access level gives access to Use of plugins, Password modification, but also Import, Export and Full

access privileges.
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Only available in the Users management screen: this access level allows by default an access to Document
management and Workflow components. It also allows to access to IntelliScan and Media components. You
just have to check the corresponding checkboxes in the Access to components frame.

Gargantua Administration _ u

Privileges
Display privileges .

Access level

Privileges Write [x]

1 A d? (Direct)

[[] abl OCR -

E£limport Access to components

(= Export All

EJ Full access P! Document Management (20 of 20 licenses available)
[ &Settings customization Workflow (10 of 10 licenses available)

[ Use of plugins ~rIntelliScan (4 of 5 licenses available)

[T] #¥ Multiple connections (E)Media (4 of 5 licenses available)

] aInstaIIation of plugins

Custom properties
& Password medification s

[7] f Delegations Name Value
[7] {5 visible signature

[C] @ Portal lists management
[7] & Create workspace
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PRIVILEGES TO ACCESS WEB CLIENT FEATURES

WHAT IS A GARGANTUA PRIVILEGE?

The Privileges frame allows you to decide whether a user can access or not some of Gargantua features from
the Web client. If the checkbox is checked, the user can see and use the icons and/or the links corresponding
to the feature, as long as his rights on the production objects (documents, folders, pins...) that might be needed

allow it.

OCR

If you check the OCR checkbox, the user will be able to access the Perform OCR ab] tool of the ActiveX plugin
toolbar. He will thus be able to perform optical character recognition operations on image document containing

text, and to save them.

This privilege only takes effect if the user also has the “Use of plugins” privilege. Indeed, the user

needs to access the ActiveX plugin.

To perform an OCR operation, the user also needs to have on his computer the ABBYY OCR module

and the corresponding USB key.

IMPORT

If you check the Import checkbox, the user will be able to access the (= Import operation tool of the navigation
tree toolbar (left pane of the Gargantua Explorer). He will thus be able to import .sxa export files into Gargantua

databases.

This privilege only takes effect if the user also has the “Full access” privilege. Otherwise, he will
only be able to access the limited toolbar for read-only access.

EXPORT

If you check the Export checkbox, the user will be able to access the 7 Export operation and B csv export
operation tools of the navigation tree toolbar. He will thus be able to create .sxa export files of all or part of the
Gargantua databases, and .csv export files of the object attributes stored in databases.
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This privilege only takes effect if the user also has the “Full access” privilege. Otherwise, he will

only be able to access the limited toolbar for read-only access.

FULL ACCESS

If you do not check the Full access checkbox, the user will only be able to access some of the tools available
+
in the navigation tree toolbar ( DROZY Q4 ) and in the document list toolbar (

- g1 +
W2 04 ). Like in the case of an anonym connection, the user will only be able to access

the most basic features of Gargantua Explorer, in read-only mode.

If a user does not have the “Full access” privilege, he will not be able to access the Workflow
module, nor the export/import and sign tools, even though the corresponding access rights and

privileges have been granted to him.

Besides, the number of users that can have the “Full access” privilege is usually limited by
Gargantua license: if you exceed the number, the corresponding users will no longer be able to
connect to Gargantua.

SETTINGS CUSTOMIZATION

If you check the Settings customization checkbox, the user will be able to access the @ Customize interface
tool (from the Settings link in the top right corner of the Web client screen). He will thus be able to create his

own interface settings profile by customizing the Web client behavior.

He will also be able to modify the display mode of the documents list, even though he does not have the
Full access privilege. He will thus be able to swap between the = Detailed list, gge Thumbnails, E= Detailed

thumbnails and EE Custom display modes.

USE OF PLUGINS

If you check the Use of plugins checkbox, the user will be able to use the Gargantua plugins. The import, scan

and preview features performance will be improved.

Besides, he will be able to access the @i print tool in the document list, even though he does not have the Full

access privilege.

On Windows and with Internet Explorer, users that are not administrators of their computer will
only be able to use the scan plugin if the Gargantua server URL has been added to the browser
Trusted Sites list.
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MULTIPLE CONNECTIONS

If you check the Multiple connections checkbox, the user will be able to use his credentials to open
simultaneously several sessions on different computers.

INSTALLATION OF PLUGINS

If you check the Installations of plugins checkbox, the user will be able to access the 2 Plugins and
components tool (from the Settings link in the top right corner of the Web client screen). He will thus be able
to install the plugins on any computer of which he is an administrator.

The user will also need the “Use of plugins” privilege to actually use the plugins after installing
them.

PASSWORD MODIFICATION

If you check the Password modification checkbox, the user will be able to access the @ Change password tool

(from the Settings link in the top right corner of the Web client screen).

DELEGATIONS

If you check the Delegations checkbox, the user will be able to access the & Create delegations tool (from the
Settings link in the top right corner of the Web client screen). He will thus be able to delegate the responsability

of his objects and jobs to another user for a given time.

VISIBLE SIGNATURE

If you check the Visible signature checkbox, the user will be able to access the 'Z Add a visible signature tool
from the document list toolbar. He will thus be able to add signatures that can be seen directly in the PDF file

body (handwritten signature and visible digital signature).

This privilege only takes effect if the user also has the “Full access” privilege. Otherwise, he will
only be able to access the limited toolbar for read-only access.

CREATE WORKSPACE

If you check the Create workspace checkbox, the user will have access to the @ convert to workspace tool in
the folders toolbar. He will be allowed to create a workspace from a folder located in a database to which the
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user is assigned.

The user will also have access to the @ Create workspace tool in the folders toolbar of the Workspace tab.

In both cases, the user will be able to define the manager(s) as well as the user(s) that have read or write access

to the newly created workspace.
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MANAGING GROUPS

ASSIGNING A GROUP TO A GARGANTUA DATABASE

To assign a group to a Gargantua database, proceed as follows:

1.

In the area 7 of the Manage group screen (Databases frame), check the checkboxes corresponding to
the databases of your choice.

If you want the group to be able to access the explorer of the database, check the & Explorer checkbox
in the area 8 of the Manage group screen (if a group is assigned to a database, but not to its explorer,
the database contents remain accessible to its members, in particular from search features).

If you want the group to be able to access the archive part of the database, check the & Archive
checkbox in the area 8 of the Manage group screen.

The assignments are saved right away: you do not need to click the Apply button. The users of the
current group can now access the contents of the databases selected, to the extent of their access

rights and privileges.

To assign a group to a database, you can also use the “Users, groups, roles” frame in the
“Assignments” tab of the management screen available at the root of each database.

ASSIGNING A USER/ROLE TO A GROUP

To assign a user or a role to a group, you need to to check the corresponding checkbox in the Users or Roles

frame of the area 5 of the Manage group screen. The assignment is saved right away: you do not need to click

the Apply button. The user or role selected now belongs to the group.

You can also assign:

e A user to a group, from the “Groups” frame of the “Manage user” screen;
e A role to a group, from the “Groups” frame of the “Manage role” screen.

ASSIGNING AN INTERFACE SETTINGS PROFILE TO A GROUP

To assign an interface settings profile to all the members of a group, proceed as follows:

1.

In the left pane of the Administration Tool, click the Groups branch.

The Manage groups screen displays in the right pane.
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In the Groups list, click the row corresponding to the group of your choice.
The group is highlighted.

At the bottom of the right pane, click the Change profile button.

The Change profile dialog displays.

Select the interface settings profile of your choice in the drop-down list.

Only the general profiles display in the drop-down list. The custom settings profiles of the
users are excluded.

Next time the users connect to the Web client, Gargantua interface behavior will correspond to the
profile selected. If the users have the Customize settings privilege, they will be able to modify the

options set as customizable in the profile originally assigned to them.

If you want to override the custom profiles that the group members may have created, leave the

Override the user's custom profiles, if any checkbox checked.

If you only want to assign the profile selected to the users who do not have a custom profile, clear the

checkbox.

Click OK to close the dialog.

A warning message reminding you that applying these modifications will disconnect the users displays.
Click Yes.

The interface settings profile selected has been assigned to the group members.

DELETING A GROUP

If you want to delete a Gargantua user group, proceed as follows:

1.

In the left pane of the Administration Tool, click the Groups branch.

The Manage groups screen displays.

In the Groups list, click the row corresponding to the group you want to delete.
The group row is highlighted.

In the bottom left corner of the right pane, click the Delete button.

A warning message reminding you that deleting a group is irreversible displays.
Click Yes.

The group has been deleted. Its name does not display in the Groups list any longer.
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o Deleting a group does not delete the users that belong to this group.
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CREATING AND MANAGING GARGANTUA GROUPS FROM AN LDAP
DIRECTORY

GENERAL

If your company uses an LDAP directory, you can use this directory with Gargantua in order to automatically

create the user groups.

The LDAP configuration of the Gargantua server is done from the Web client: G Menu > Server configuration >
LDAP.

Once the configuration has been done, the following information display in the Administration Tool:

e Manage groups screen: LDAP server URL, in the Use LDAP field;

(& Gargantua Administration Tool - 7.10.4785 [ Welcome, Admin E X

[ Mavigation - =1 Bookmarks} a Manage groups

QOG0 @

Groups Iisl] Log| Helpl

4 [ Gargantua?
L) Server settings
|| License [[TUse LDAP | Idap://mycompanyldap:389
& Managers

Groups list
||> |§ Groups [24] | &P Consultant

e Manage group screen: LDAP ID of the current user, in the area 2 of the screen, External directory
identification field.

General options

»

UPDATING GARGANTUA GROUPS FROM THE LDAP DIRECTORY

To update Gargantua user groups according to the information stored on the LDAP server:

1. Inthe left pane of the Administration Tool, click the Groups branch.
The Manage groups screen displays.

2. Inthe bottom right corner of the right pane, click the LDAP Synchronization button.
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