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REQUIREMENTS FOR SIGNATURE

SIGNATURE-SPECIFIC LICENSE

The signature functions described in the present document are not included by default in all Gargantua
installations: therefore, if you want to benefit from them, your organization needs to acquire a specific license,
so that you have access to the Certificates branch in the Administration Tool and to all related functions.

REQUIREMENTS FOR THE USE OF USB ETOKENS

INSTALLING SAFENET AUTHENTICATION CLIENT

The eToken signature functions included in Gargantua 7 rely on strong authentication solutions developed by

SafeNet (www.safenet-inc.com).

Therefore, to be able to sign documents using USB eTokens, you must:

e As far as software is concerned, install SafeNet Authentication Client on every workstation;

e Asfar as hardware is concerned, use the corresponding USB eToken keys.
To install SafeNet Authentication Client, proceed as follows:

1. In the installation kit provided by SIATEL, find and launch the following file:
SafeNetAuthenticationClient_x32_x64_8.00-SP1.exe (SafeNetAuthenticationClient8_0_SP1 > 32X64
Installer).

The setup wizard displays.

2. Click Next.

3. Inthe drop-down list, select the appropriate language, then click Next.

4. Select the radio button I accept the license agreement, then click Next.

5. Select the Standard installation type, then click Next.

6. Select the folder on your hard drive where you want to install the application: you can either leave the
default or choose another folder using the Browse button.

7. Click Next in order to launch the setup, then wait until a success message displays.

Click Finish.

SafeNet Authentication Client is now installed on the workstation: you can use USB eTokens to sign

documents within Gargantua.


http://www.safenet-inc.com/

“ Administration Tool

USING SAFENET AUTHENTICATION CLIENT

The user guide for SafeNet Authentication Client is included in the installation kit provided by SIATEL
(SafeNetAuthenticationClient8_0_SP1 > Documentation > SAC_User_Guide_8.0_SP1_Windows_Rev_A.pdf).

When using SafeNet Authentication Client with Gargantua, you will probably need to know how to perform the

following operations:

* How to import certificates to the USB eToken: see “Importing a Certificate Onto a Token”, p. 46 of the
SafeNet user guide;

e How to export certificates from the USB eToken: see “Exporting a Certificate from a Token”, p. 50;

¢ How to delete certificates from the USB eToken: “Deleting a Certificate”, p. 54;

¢ How to change the password for the USB eToken: “Changing the Token Password”, p. 36.
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GARGANTUA SIGNATURE FEATURES

TYPES OF SIGNATURES

A Gargantua signature can be digital (visible or invisible) and/or handwritten. The following combinations are
possible:

¢ The digital signature allows you to sign a document using a digital certificate.

¢ The visible digital signature allows you to sign a document using a digital certificate that will be visible
directly in the body of the PDF document.

¢ The handwritten signature allows you to sign the document using a signature image file, and no digital
certificate.

¢ The handwritten and digital signature allows you to combine a signature image file with a digital
certificate.

¢ The handwritten and visible digital signature allows you to add a signature image file and a visible
digital certificate that will be visible directly in the body of the PDF document.

DIGITAL SIGNATURE

Digital signature allows you to apply a digital certificate on a document.

A digital certificate is a file that contains:

¢ A set of information about its owner’s identity (name, address...);
¢ Two encryption keys:
o A private key allowing the owner of the certificate to add it to digital documents by entering
the certificate password;
o A public key allowing the recipients to make sure that the certificate and, therefore, the

documents are genuine.

Digital signatures are usually validated by trusted Certification Authorities (CAs) like VeriSign, specialized in
generating and authenticating certificates. Still, organizations can also create their own internal Certification

Authority to generate self-signed certificates for internal purposes.

The digital signature functions in Gargantua allow for both scenarios. You can:

¢ Sign documents using digital certificates in .p12 or .pfx format delivered by trusted CAs;

e Create one’s own CA on the Gargantua server in order to generate self-signed user certificates.
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When a document is signed using Gargantua’s digital signature functions, it is converted to PDF format. The
information about the certificate’s owner and authenticity can then be accessed through the Signature Panel in

Adobe Acrobat Reader:

] Invoice.pdf - Adobe Reader
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File Edit View Window Help
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Tools

Sign Comment

D Signatures

o
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Validate All

Valid certified Document:

Signed by the current user

Signature is LTV enabled
Signature Details

ER Certified by edith.gaven@siatel.com
@ No changes are allowed

Document has not been modified since it was certified

Signing time is from the clock on the signer's computer,

? Certified by edith.gaven@siatel.com, SIATEL, certificate issued by Intermcert SIATEL.

Your Company Name

O siecer asuiess
Jakd City, 5T ZIP Code

|-". Phone Mumber Wieh Address, etc

BillTe:  CICO7
ABE Company
123 Big Faraol Yallay
Ottswa, On 212345
Canada

DATE:  Wovember 17 2006
INVDICE ¢ 11000

Ship To:

SH Name 1

SH Address 1

5H CityStare 1 SH712345
IEN

Last Checked: 2014.07.21 17:55:19 +02'00"

Field: Signaturel (invisible signature) [ Po# | salssRep Name [ shipDars| ShipWia |  Tems |  DueDate |
e Salest [treme]  wes | v | |
Product I Description Duantity Unit Price Line Total
1003 Motarels EB1E 10 400 420000
P1000 Hokia 3220 12 19999 2,389.68
004 Mor-tauable ilem 5 2 .on 1.000.00
P1002 Itis 5 s2mice 3z 26552 617.68
P1006 Motarala 3 Razr Bledk 10 £00.00 5,000.00
SUBTOTAL 13.417.54
Motes: PST 650% 60714
GST 320% 0736
SHIPPING & HANDLING -
TOTAL 1462204
PAID .
TOTAL DUE 1462208

THANK YOI FOR YOLR BUSINESS!
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A digital signature is always available in Adobe Acrobat Reader's Signatures panel. However, if you want the

signature to be visible directly on the body of the PDF document, you can use Gargantua's visible digital

signature function:

[

Validate All

@ Signatures
é=

E § Certified by edith.gaven@siatel.com
a2

No changes are allowed
Valid certified Document:
Document has net been medified since it was certified
Signed by the current user
Signing time is from the clock on the signer's computer.
Signature i LTV enabled
Signature Details
Last Checked: 2014.07.21 18:04:13 +02'00"
Field: Signaturel on page1
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ABC Company SH Name 1
123 Big Fareal Velley H Addreas 1
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[ oz00512005 | Salest [trcme|  wee | ez | |
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[ Matarols 3 Razt Black 1o sm.m 5000.00
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PAID B
TOTAL DUE 16220
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Digitally signad by

th. istel.com
e B B 21 18 B cesT
Reason: Approval From CEQ

When adding the signature, the Gargantua Web Client user can choose in which page and where in the page the

signature will be visible.
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HANDWRITTEN SIGNATURE

The handwritten signature allows you to add a signature from an image file. It can also be combined with a
digital signature:

] Invoice pdf - Adobe Reader = ]
[ File Edit View Window Help ®
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TYPES OF DIGITAL CERTIFICATES

When adding a digital signature (visible or not), users can choose between three types of digital certificates.

To access the digital signature, users need to select the appropriate documents, and then click the

7, S 5 v/ 7, v/

”Add a digital signature” tool or the “Add a visible signature” tool (not including the “Handwritten
signature” option).

CERTIFICATE STORED LOCALLY

The users of Gargantua Web Client can add a digital signature to one or more documents using a .p12 or .pfx
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certificate file stored in their hard drive:

cates and Signatures

Parcourir_

Certificate (%) : ) MyCompany, MyCompany, CEQ Office - MyCompany, Mew Yark, US
@ C:hUsers'fgp\DocumentsDocuments FrédéngueAutres’ . Signature (glectron
Password (*) ; e
Maotive : Reguest validated and answered on 2012-02-15

[T Allow ulterior changes

CERTIFICATE STORED ON THE SERVER

Alternatively, users of the Web Client can sign one or more documents using digital ¢
Gargantua server and assigned to them.

ertificates stored on the

The certificates available for the current user display in a drop-down list in the Certificate drop-down list:

Certificate (%) : (@ :Miranda Laven

CETLINIC O LES
F= Miranda Laven
4:_ PR. & Communications Department

Password (%)

Motive :

D By

ﬁ MyCompany, MyCampany, CEQ Office - MyCompany, Mew York, US

=%
- |

This method offers two main advantages: first, it makes certificates available for the ap
workstation; secondly, it protects the certificates against theft.

CERTIFICATE ON USB ETOKEN

propriate users from any

Users of Gargantua Web Client can sign documents digitally using certificates stored on a USB eToken (see

Requirements for the use of USB eTokens).
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To do this, users need to connect the USB eToken to their workstation and enter its password. The drop-down

list of all certificates available to the current user is then updated, so that it includes the certificates stored on

the eToken:
Certificate (%) : @ Miranda Laven ;_v] &4
& User certificates !
: 197 Miranda Laven
=y . i
Password () : E’) PR. & Communications Department
Motive : B Kev certificates
£ MyCompany, MyCompany, CEQ Office - MyCompany, New York, US

SIGNATURE METHODS

Gargantua allows you to sign documents manually directly on a browser, using the Add a digital signature or

Adda visible signature tools; or automatically using a signature workflow task.

MANUAL - “ADD A DIGITAL SIGNATURE” TOOL

The Add a digital signature tool allows you to sign documents using only a digital certificate, invisible on the
PDF document body.

|
To use this tool, users need to have been granted the | “Add a digital signature” access right

(security profiles) on the documents.
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o This tool can be used on several documents at a time.

& may Eﬂ@@iﬁﬁﬁﬂ 77 o Mmig\N.®L B D 4
=a [ Sk Label Size Maodification Creation

E--I__

#7 Display attributes..
8 Add documents. ..
(gl Modify file...

¢ Delete

ﬁ Copy
ﬂ Paste

E| Paste as link
{4/ Open document file

@ Download document file
2 Send by e-mail

g Start process

{8y Print

_u PDF conversion

B2 Add a digital signature

ﬁ‘ﬁﬂﬂmna e
J+0 Pin documents...

itsll 1Innin documents

—

MANUAL - “ADD A VISIBLE SIGNATURE” TOOL

The Add a visible signature tool includes all the available types of signatures that are visible in the body of the
PDF document:

¢ The visible digital signature allows you to sign a document using a digital certificate that will be visible
directly in the body of the PDF document.

¢ The handwritten signature allows you to sign the document using a signature image file, and no digital
certificate.

¢ The handwritten and digital signature allows you to combine a signature image file with a digital
certificate.

¢ The handwritten and visible digital signature allows you to add a signature image file and a visible
digital certificate that will be visible directly in the body of the PDF document.
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For this tool to be available in the documents list toolbar, users need to have been granted the
“Visible signature” privilege (manage users, groups or roles screens).

£
To use this tool, users need to have been granted the = “Add a digital signature” access right
(security profiles) on the documents.

To use this tool, a signature image must have been previously uploaded to the server (“Settings” >

] ]
= “Signature and certificate settings” > = “Handwritten signature”).

o This tool can only be used on one document at a time.

& may E@Biﬂrﬁﬁﬂvﬂ?ﬁ’@iﬂﬁé&v@fll+ﬂ.§v1ﬂ@‘f
=[] Sk Label Size Modification Creation

EI-I__

#7 Display attributes..
E Add documents. ..
E“ Modify file...

(¢ Delete

({] Copy
ﬂ Paste

Ii' Paste as link

[ Open document file

@ Download document file
@ Send by e-mail

@ Start process

iy Print

u PDF conversion

J+0 Pin documents...

itall 1innin documents

AUTOMATIC - “DIGITAL SIGNATURE” WORKFLOW TASK

Documents can be signed automatically as part of workflow processes, using digital signature tasks.

To create and set up an automated digital signature task, proceed as follows:

1. Inthe left pane of Gargantua Administration Tool, expand the appropriate branches, and click the name
of the process you want to insert a digital signature task into.

The Manage processes screen displays in the right pane.

2. Unless the Graph tab is selected by default, click it.
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In the toolbar, click the -m icon and drag-and-drop it to the process designing area in order to

create a new Digital signature task.

After adding the necessary edges, double-click the new task.

The Task properties dialog opens:

' ™

Task properties
Medify task properties

Tdentity
Mame: | Sign digitally « B
Description: | This task allows accepted press releases to be signed digitally. -
Group -
Error handling

[¥] Ignore failures

Accept failures

Launch error start point -
Use the group's error exit -
Rules
Property Operator Value Action Certificate
[=| Form - | Equal te v | Pressrelease - | Add a digital sig + | PR & Communi ~ |

Enter a name and, optionally, a description for the task.

Add, if necessary, the task to a group.

Use the @ button to create at least one rule specifying when and how the process documents should
be signed:

o Property: Select a criterion to sort the documents so you can decide whether a document
must be signed or not. Possible criteria are the form used by the document, the type of the

corresponding file (.doc, .tif, .txt...) or the contents of the label field of the form.
o Operator: Choose the appropriate operator to evaluate the condition.

o Value: Enter or select the value to which the document properties should be compared to
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know if the condition is valid.

o Action: Select Add a digital signature (the Encrypt option allows you to convert the
documents to encrypted PDF documents, so that they can be consulted in read-only mode,
but neither modified nor copy-pasted.)

o Certificate: Select the certificate to use in order to sign the documents for which this condition

is valid. Only server certificates are available here (see Assigning a certificate to one or more

users).

Each document can only be signed once, so that the different rules are mutually exclusive.
If a document satisfies several conditions, only the first rule will be applied.

If necessary, you can delete or reorganize rules using the @, @ and 6 button.

When you are done, click OK to close the dialog.

All the documents that satisfy the rules you have just set will now be signed automatically as part of

the workflow process.
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MANAGING CERTIFICATES WITH GARGANTUA ADMINISTRATION TOOL

IMPORTING A CERTIFICATE STORED LOCALLY

The Certificates branch in Gargantua Administration Tool allows you to store and manage centrally on the server

the certificates used by Gargantua users in order to authenticate the documents.

To upload a certificate stored on your hard drive to the server, proceed as follows:

1. Inthe left pane of Gargantua Administration Tool, click the Certificates branch.
The Manage certificates screen displays in the right pane.

2. Inthe bottom right corner of the right pane, click the Import button.
The file explorer displays.

3. Browse to the location where you have saved the certificate file, select it, and click Open.
Imported certificate files must be in .p12 or .pfx format.

A dialog displays.
4. Enter the password for the certificate, and click OK.
A dialog displays.

5. Fill in the Name field; be careful to choose a name that makes it easy to identify the certificate in the
Certificates list when imported.
6. If you want to assign the certificate to one or more users or natural persons, fill in the Issued to field.

Else, if you want to use the certificate for digital signature tasks in workflow processes, check the This

is a server certificate checkbox.
7. When you are done, click OK.

The certificate has been imported to the server: it now appears in the Certificates list.

Users of the Web Client who have access to the “Settings” link can also upload certificate files to
the server (Settings > Signature and certificate settings > User certificate settings). Those
certificates then appear in the “Certificates list” in the Administration Tool, where they can be

managed, reassigned, or even deleted, by administrators.
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CREATING AN INTERNAL CA ON THE GARGANTUA SERVER

If you do not want to buy a certificate issued by a trusted CA (Certificate Authority) for each of your users,
Gargantua allows you to create your own CA on the server, in order to generate self-signed certificates for

internal use.

To create your own CA using Gargantua Administration Tool, proceed as follows:

1. Inthe left pane, click the Certificates branch.
The Manage certificates screen displays in the right pane.
2. Inthe lower part of the right pane, click the Create my root certificate now button.
A dialog displays.
3. Enter the appropriate information, and click OK.
A dialog displays.
4. Enter the password you want to assign to the root certificate, and click OK.
Your internal CA has been successfully created.
Two new buttons replace the Create my root certificate now button:

o The View root certificate button allows you to consult the information associated with your
CA;

o The Delete root certificate button enables you to destroy your internal CA, along with all

related self-signed certificates.

Certificate management

You have created an internal rook certiFicate“ View root certificate | | Delete rook certificate

CREATING SELF-SIGNED CERTIFICATES ON THE GARGANTUA SERVER

After creating your own CA on the Gargantua server, you can start using it to generate self-signed certificates:

1. Inthe left pane of Gargantua Administration Tool, click the Certificates branch.
The Manage certificates screen displays in the right pane.

2. Inthe bottom left corner of the right pane, click the New button.
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The New user certificate dialog displays.

3. Enter the appropriate information. Be sure to:
o Choose an explicit Name for your new certificate, so that you can identify it easily in the
Certificates list when created;
o Assign the certificate to either one or more natural persons (fill in the Issued to field) or to
the server so that it can be used for automated digital signature tasks in workflow processes
(check the This is a server certificate box).
4. Click OK.

The Certificate password dialog displays.
5. Enter the password you want to assign to the self-signed certificate, then click OK.
Depending on your system’s features, you may not be able to choose passwords longer

than 7 characters for self-signed certificates. See the Installation manual, “Java
Installation” > “Unlimited strength cryptography Java extension”.

The new certificate now appears in the Certificates list: it is now available to sign documents for
internal use.

In the “Certificates list”, self-signed certificates have the == icon, while certificates that have been

imported to Gargantua have the E2 icon.

ASSIGNING A CERTIFICATE TO ONE OR MORE USERS

Depending on their assighnment, there are two main types of certificates:

e Server certificates, used to sign documents automatically as part of Workflow processes;

e Certificates assigned to a user, group or role, used to sign documents one by one on the Web Client.

To assign a certificate to the server, proceed as follows:

1. Check the corresponding [T server box in the Certificates list.
A confirmation message displays.

2. Click Yes.
A dialog displays.

3. Enter the password for the certificate, then click OK.

The assignment has been performed: it is now possible to set up digital signature workflow tasks using
this certificate.
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To assign a certificate to a user, group or role, proceed as follows:

1. Inthe Certificates list, click the corresponding 8% icon.
A dialog displays.

In the Name field, enter the first letters of the appropriate user, group or role name.

In the drop-down list, double-click the item of your choice.

The assignment has been made: the corresponding users will now be able to select the certificate from

the User certificates list in Gargantua Web Client.

ASSIGNING A CERTIFICATE TO ONE OR MORE USERS

Depending on their assighment, there are two main types of certificates:

e Server certificates, used to sign documents automatically as part of Workflow processes;
e Certificates assigned to a user, group or role, used to sign documents one by one on the Web Client.

To assign a certificate to the server, proceed as follows:

1. Check the corresponding [T] server 1oy in the Certificates list.
A confirmation message displays.

2. Click Yes.
A dialog displays.

3. Enter the password for the certificate, then click OK.

The assignment has been performed: it is now possible to set up digital signature workflow tasks using

this certificate.
To assign a certificate to a user, group or role, proceed as follows:

1. In the Certificates list, click the corresponding X icon.
A dialog displays.

In the Name field, enter the first letters of the appropriate user, group or role name.

3. In the drop-down list, double-click the item of your choice.

The assignment has been made: the corresponding users will now be able to select the certificate from

the User certificates list in Gargantua Web Client.

ASSIGNING A CERTIFICATE TO ONE OR MORE USERS

Depending on their assighnment, there are two main types of certificates:
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e Server certificates, used to sigh documents automatically as part of Workflow processes;
e Certificates assigned to a user, group or role, used to sign documents one by one on the Web Client.

To assign a certificate to the server, proceed as follows:

1. Check the corresponding [ server box in the Certificates list.
A confirmation message displays.

2. Click Yes.
A dialog displays.

3. Enter the password for the certificate, then click OK.

The assignment has been performed: it is now possible to set up digital signature workflow tasks using
this certificate.

To assign a certificate to a user, group or role, proceed as follows:

1. In the Certificates list, click the corresponding X icon.
A dialog displays.

2. Inthe Name field, enter the first letters of the appropriate user, group or role name.
3. Inthe drop-down list, double-click the item of your choice.

The assignment has been made: the corresponding users will now be able to select the certificate from

the User certificates list in Gargantua Web Client.

VIEWING THE INFORMATION IN A CERTIFICATE

To view the information in a certificate, proceed as follows:

1. Select the certificate in the Certificates list.
2. Click the Show details button in the bottom left corner of the right pane.

The information in the certificate displays in read-only mode. Besides, some restricted-access

information is replaced with the word Unknown.

3. Toview all the restricted-access information in the certificate, click the Authenticate button, and enter

the certificate password.
The restricted-access information is now displayed.

4. When you are done, click OK to close the dialog.
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EXPORTING A CERTIFICATE

Gargantua Administration Tool allows you to export certificates from the server to your hard drive or to a USB

eToken, whether the certificates were originally imported or generated using the internal CA.

To export a certificate to your hard drive, proceed as follows:

1. Inthe bottom right corner of the Manage certificates screen, click the Export to disk button.
The file explorer displays.

2. Browse to the local folder where you want to export the certificate, and click Save.
A confirmation message displays.

3. Click OK.

The certificate has been successfully exported to your hard drive.
To export a certificate to a USB eToken, proceed as follows:

1. Make sure that the eToken is connected to your workstation.

2. Inthe bottom right corner of the Manage certificates screen, click the ™ arrow on the left of the Export
to disk button.

3. Inthe list that displays, select the Export to USB eToken option.

A dialog displays.
4. Enter the password for the eToken, then click OK.
A dialog displays.
5. Enter the password for the certificate you want to export, then click OK.
A confirmation message displays.
6. Click OK.
The certificate has been exported to the eToken.

If you explore the contents of the USB key using SafeNet Authentication Client, you can now see it,
either under the User certificates heading if the certificate was issued by a trusted CA, or under the AC
certificates heading if the certificate is self-signed:



Certificates and Signatures

p
(S) SafeNet Authentication Client Tools

@afe
ol

SafeNet Authentication Client

I F B O
: Certificate Data
= SafeNet Authentication Client
=8 (: Tokens Serial number 0134b3d2d14a
| - W eToken PRO Java Issued to MyCompany
&) [F) User certificates Issued by MyCompany
Valid from 01/05/2012
: = Paul Simon Valid to 01052013
Lo M Settings Intended purposes All application polides

ﬁ Client Settings

Private Key Data

Key size 1024 bits

Container name 22571BBED60CA422

Modulus 9288 6d a7 6afe 84 fefd 27 42 1950 1308 42 b1 a2 98 48 5f 7
Key spedification AT_KEYEXCHAMGE

Default key container Yes

Auxiliary key container Yes

www.safenet-inc.com

DELETING A CERTIFICATE STORED ON THE SERVER

To delete a certificate stored on the server, proceed as follows:

1. Select the certificate in the Certificates list.
2. Inthe bottom left corner of the Manage certificates screen, click the Delete button.

A warning message displays.
3. Click Yes.

The certificate has been successfully deleted: it does not display in the Certificates list anymore.

Web Client users who have access to the “Settings” link can also delete certificate files from the
server (Settings > Signature and certificate settings > User certificate settings), provided they have

uploaded the files in the first place, and those have not been reassigned to other users by an

administrator (see Importing a certificate stored locally).
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